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NMPOIrPAMMA MNMPAKTUKHA

52.0.06(N) Mpou3BoacTBeHHaA NPakTUKa, NPOEKTHO-3KcnjyaTauuoHHas
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM rnnaHom

1. Koo u HaumeHoOBaHMe HanpaBJieHus noaroToBku/cneynanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodmnb nogroToBkK/cneymanmsauusa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudumkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHMA: o4Has

5. Kacbeppa, oTBevawLasn 3a peanusaumuio npaktukm: ERP-cuctem 1 6usHec-npoLeccos

6. CoctaButenu nporpammbi: CadoHoB Butanun Bnagummposuy, K.T.H., AOLEHT Kadeapbl

ERP-cuctem 1 busHec-npoLeccoB

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOoONYECKMM COBETOM (haKyribTeTa NPUKNaaHON MaTeMaTUKM,

MHOPMaTUKN N MexaHukun 26.05.2023 r., npoTokon Ne9
(HaumeHogaHue pekomeHOyrowel cmpykmypsbi, Gama, HOMep rPOMoKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebHbIn ron:_ 2027/2028 CemecTtp(bl): A




9.Uenb npakTuku:

— pasBuTHe NpodreccmoHarbHbIX 3HAHUN U KOMMNETEHLUUN CTYAEHTOB;

— nony4veHne NpodeCccruoHanbHbIX YMEHUM N onbiTa NpodeccMoHanbsHON AesaTenbHOCTU Ha
Base npakTnyeckux 3agad, Ans peLleHns KoTopbiX HEOOBXOAMMO MUCMNONb30BaTb COBPEMEHHbIE
WH(POPMaALNOHHbIE TEXHONOrMM 06paboTkM U 3awmTbl MHOpMaUUK, a Takke npuobLlueHne
CTYOEHTOB K cpefe opraHusauum C Uuenbio npuobpeteHus coumanbHO-NIMYHOCTHBIX U
npodeccuoHarnbHbIX KOMNETEHLMWN;

— npuobpeTeHne cTyaeHTamn npodecCuoHanbHbiX HaBbIKOB, MNPAKTUYECKOro OnbiTa,
3aKkpensfieHne, cuctematmsaumss U pacluMpeHne TeopeTUYEeCKMX 3HaHUW MO WUCMOSb30BaHUIo,
agMWHUCTPUPOBAHMIO, HAcTpoOMKe W Hanagke cpeactB obecneyeHus WMHGOpPMaLNOHHOM
6e3onacHOCTU, UCNOMb3YEMbIX B OpraHm3aLmm.

3apauv NpakTUKK:
dopmMmpoBaHue y CTyaeHTOB YMEHUIN U HABbLIKOB:

— npoBeAeHus TexHn4yeckoro obcrneaoBaHms 06beKTa aHanmsa;

— cbop 9aKCnepuMeHTanbHOrO W SKCMEPTHOrO Martepuana W  €ero  TeOopeTUYEecKoro
ob606LeHus;

— HacTpouka, aKcnnyataumst 1 obecneyeHne paboTocnocoBHOCTM KOMMOHEHTOB CUCTEM
obecneveHnsa NHPopMaLnMoHHON 6e30nacHOCTK;

— o0by4yeHune CTyOgeHTOB MeToauKam NpUMEHeHUs YCTPOMCTB 1 NporpaMMHoro obecneveHus
WH(POPMALUMOHHBIX CUCTEM ANs  pelweHuss 3agad  obecneyeHuss  MHGAOPMaLMOHHON
B6esonacHocTy;

— un3yyeHne opraHmsaumm IT cnyxb npeonpuaTus; U3ydeHWe CUCTEMbl aTTecTauun u
KOHTpOMNs WHMpacTpyKTypbl NpeanpusaTMsi U e€ OTAEeNbHbIX 3NIEMEHTOB Ha COOTBETCTBUM
TpeboBaHNAM MHPOPMaLMOHHOM 6e30NacHOCTY;

— Un3yyeHMe CcoCTaBa annapaTtHOro UM  nporpaMmMmHoOro  obecneyeHusi  CpencTs
BbIYMCNUTENBHOW TEXHUKN NPEanpUSTUS.
10. MecTo npakTukm B cTpyktype OOI: obsa3aTtensHaga Yactb 6noka b2.

Livkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.65.05(11)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHns y4ebHom NpakTukM 0byYaroLwmecs: UCNonb3yoT 3HaHWS, YMEHUsl, chopMUpOBaHHbIE
B XO€ M3YyYeHMs1 ANCLMMIINH

1 | B1.0.29 Teopus uHdopmauum

2 B1.0.32 OnepaunoHHbIE CUCTEMBI

3 |B1.0.34 KomnbloTepHble cetu

4 | B1.0.36 BBegeHune B nporpaMmupoBaHue

5 | B1.0.37 MeToabl nporpaMmMupoBaHus

6 | 61.0.38 CucTtembl ynpaBneHuns 6asammn gaHHbIX

7 | B1.0.39 OcHoBbl NHGHOPMaLMOHHON 6e30MacHOCTH

8 | b1.0.40 Mogenu 6e30MacHOCTM KOMMbIOTEPHbIX CUCTEM

9 B1.0.41 3awmra B OnepaumoHHbIX CUCTEMAX

10 | 61.0.42 OCHOBbI MOCTPOEHUS 3aLLMLLEHHBIX KOMMBIOTEPHBIX CETEN
11 | 61.0.43 OCHOBbI MOCTPOEHUS 3aLMLLEHHbIX 6a3 AaHHbIX

12 | B1.0.44 3awmTta nporpamMmm 1 gaHHbIX

13 | 61.0.45 MeToabl 1 cpeacTea Kpuntorpadnyeckon 3awmTbl MHOPMaLUn
14 | 61.0.46 KpunTtorpadguyeckme npoToKosbl

15 | 61.0.47 TeopeTuko-4McrioBble METOAbI B KpunTorpadum

16 | 61.0.49 OpraHunsaunoHHoe 1 npaBoBoe obecneyeHne nHopMaLMoHHON 6e3onacHoCTH
17 | 51.0.50 MHcTannsaums 1 HacTpolka nporpammMHoro obecnevyeHust

18 | B1.0.51 3almra uHopmaumm OT YTEYKM N0 TEXHUYECKMM KaHanam
19 | b1.0.52 Teopus pagMoTEXHUHECKUX CUCTEM

20 | B1.0.56.01 MeToabl anrebpanyeckon reomeTpun B kpuntorpacum

21 | B1.0.56.03 [MporpammMmHas peanusaumnsg KpUNToanropuTMoB

22 | B1.0.56.04 CoBpeMeHHble TEXHOMOrMu 3aLunTbl MHOPpMaLUn

23 | B1.0.56.05 CoBpeMeHHble npobnembl MHhOPMALMOHHOM Be30NacHOCTU




24

51.0.56.06

MeToabl pa3paboTku U aHann3a MmateMaTuyeckux Mogenen

25

52.0.03(H)

MpousBoACTBEHHAs MpaKTWKa, HAay4YHO-MccnegoBaTesibckas paboTa

26

$T11.01

MeTogbl NoBbILLEHNS CKPbITHOCTU nepegayun I/IH(*)OpMaLI,VIVI B CUCTEMaX CBA3N

OucumnnuHbl
npeaLwecTeyloliee

N NMPaKTUKuy,

ans

KOTOPbIX OCBOEHME OaHHOM  ANCLMNMNHBI

(mogynst) HeoOXxoAumo Kak

27

52.0.03(MNa)

|_|p0VI3BO,EI,CTBeHHaFI NpakTuKa, npeagunniiomHada

28

53.01(0)

MoAaroToBKa K npoLeaype 3allimThbl U 3aLuTa BbIMYCKHOW KBanMduKaLMoHHON paboThl

11. Bupa npaktuku, cnocob n cpopma ee nposeaeHus

Bua npakTukn: npoussodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactuyHo B dpopme npaktndeckon nogrotoskm (IM1).

rlpOVISBO)J,CTBeH HasA

npakTnka

npoBoAUTCA B

CTPYKTYPHbIX nogapasgeneHnax

YHMBEpPCUTETA N B OpPraHn3aumsax Ha OCHOBE JOrOBOPOB, 3aKMYaeMblX Mexay YHUBEPCUTETOM
WU opraHmsauusaMn, OesTenbHOCTb KOTOPbIX COOTBETCTBYET HarnpaBfieHHOCTU peann3yemMomn
obpasoBaTenbHOM NporpaMmMbl MO COOTBETCTBYOLLEMY NPOGUIIIO.

12. NMnaHnpyemble pe3ynbTaTbl OGY4YeHUs NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIIaHUPYeMbIMU pe3yNibTaTaMU OCBOeHUs o6pa3oBaTenibHOM
nporpaMmmbl (KOMNeTEHLMSAMU) U UHAUKATOPaMU UX OOCTUKEHUA:

Ko HasBaHue Koa(bl) WuaukaTop(bl) lMnaHnpyemble pesynbTaTtbl 0Oy4eHus
KoMneTeHunn

OrIK- CriocobeH npumeHsimb ymeeT YmeTb:

5. HopMamueHble knaccuguumposaTtb —  KkraccucuvumpoBaTh 3almiaeMyo MHGopMaumio Mo
npasosbie akmbl, | qqus 3 3amaemyto BMAAM TalHbl U CTENEHAM KOH(UAEHLUMANBHOCTY;
Hopmamuetble u VHopmaLmMio no  Buaam — KnaccuduumposaTb " oLeHnBaTb yrpo3bl
MemoduyecKkue TaiHbI N CTeneHsaM | nHOpMaLMOHHOM 6e3onacHocTn ans obbekta
OOKYMeHMbI, KOHMAEeHUMaNbHOCTH nHbopmaTm3aumu;
peenameHmupytowue ymeer — 0bOCHOBbIBaTb peLeHusi, CBA3aHHbIe C peanuaaumen
OesimebHOCMb ro KnaccuuumpoBarb M | npaBOBbIX HOPM MO 3alWmMTe WHDoOpMauMn B npegenax
3awume uHgopmayuu oLeHuBaTb Yrposbl | AOMXHOCTHbIX obsa3aHHoCcTEN, npeanpuHumaTh

OrK-5.4 MHOPMAaLIMOHHOM HeobxoaMMble Mepbl MO BOCCTAHOBMEHWIO HapYLUEHHbIX
6esonacHocTn Ans | npas;
obbekTa — hopmynuposatb OCHOBHble TpeboBaHus
“HdopmaTMsaumm MHOpPMaUnoHHOM  Be3onacHoCTM  Mpu  3KchnyaTaumu
ymeer 0BOCHOBbIBATL | KOMMBLIOTEPHON CUCTEMBI,
pelenns, CBAsaHHble C — hopmynupoBaTb OCHOBHble TpebOBaHWA MO 3alimTe
peanusaumen nNpaBoOBbIX | koHdMAeHUMaNbHOM MHopMaLIMK, NEPCOHASTbHBIX AaHHbIX 1
HOpM no 3alnTe | oxpaHe pes3ynbTaTOB WHTEMMNEKTyanbHOW AesATenbHOCTM B
MHcbopMaLmMK B Npeaenax | opraHusauum;

OrK-5.9 AOIDKHOCTHBIX — aHanuaupoBaTb 7 oLeHnBaTh yrposbl
obsisaHHoCTe, MH(OPMAaLMOHHOM 6e30MacHOCTM O0BbEeKTa Mo TEXHUYECKUM
npeanpuHuMaTh KaHanam.

HeobxoauMble Mepbl MO | BpaneTs:
BOCCTAHOBINEHMIO — MeTodamMu W CpPeAcTBaMM  TEXHUYECKOW 3alumThbl
HapyLUeHHbIX Npas;
MHdopMaLmu.
ymeeT  opmynupoBaTb
OCHOBHble  TpeGoBaHus

OMNK-5.12 MHOPMALIMOHHOW
6esonacHocTn npu
aKcnnyaTaumm
KOMIMbIOTEPHOWN CUCTEMBI;
ymeeT  opmynupoBaTb
OCHOBHble  TpeGoBaHusi
no 3awuTe
KOHbMAEeHUMANbHOM

OMK-5.13 MHopmaLumn,
nepcoHanbHbIX AaHHbIX U
oxpaHe pesynbTaToB
MHTENNeKTyanbHowm
[eATenbHOCTU B
opraHusauuv;

OMK.5.17 | YMeeT aHanusnposate i

oLEeHMBaTb yrposbl




MHOPMALMOHHOW
Ge3onacHocT  oGObekTa
N0 TEXHNYECKUM KaHanam

BrnageeT MeTogamu U
OlK-5.19 cpeacTBaMmn TEXHUYECKOW
3aWmTbLI MHOPMaLK

OriK- CriocobeH npu ymeeT  paspabaTtbiBaTth | YMeTb:

6. peweHuu OMNK-6.6 mMoaenu yrpo3 n moaenun — paspabaTbiBaTtb moaenu yrpos 7] moaenu
rpogheccuoHarnbHbIX ' HapyLuuTens HapyLUMTENS KOMMbIOTEPHbBIX CUCTEM;
3aday KOMMNbIOTEPHbIX CUCTEM; —  MPUMEHATb OTEeYeCTBEHHbIE 7] 3apy6exHble
opzaHu3osbieamb cTaHAoapTel B obnacTv KOMMblOTEPHOW GesonacHoCcTV Ans
3awumy  uHgopmayuu NMPOEKTUPOBaHWS, Pa3paboTKN U OLEHMBAHUS 3aLUMULLEHHOCTM
02paHu4eHHo020 KOMMbIOTEPHOMN CUCTEMBI.
docmyna 8
KOMIMbIOMEPHbIX yMeeT —
cucmemax u cemsix 8 OTEUECTBEHHbIE "
coomeememeuu ¢ 3apybexHble cTaHgapTbl
HOpMamueHbIMU R oBnacTH
npasosbIMU akmamu U KOMLIOTEPHON
HOpMamUGHBIMU OlNK-6.10 | 6esonacHocTn ans
memoduyecKumMu
doKkymeHmamu NPOEKTUPOBaHUS,
®edepanbHoli  cryx6bl pa3pabotkn "
besonacHocmu oueHnBaHuA
Poccutickol SallMILIeHHOCTH
Pedepauuu, KOMMbIOTEPHOW CUCTEMBI
®edepanbHol  Cr1yx0bl
0 mMexHU4Yeckomy U
3KCrIOPMHOMY
KOHMPOIo

OriK- CriocobeH pewamsb ymeeT opraHu3oBatb | YMeTb:

9. 3adayu 3awmTy MHdopmauu ot — OpraHusoBaTb 3alMTy WHOPMaUMM OT YTeuku Mo
npoghbeccuoHarnbHoU OrK-9.3 YTeYKN MO TEXHUYECKUM | TeXHUYECKUM KaHarnam Ha obbekTax MHopmaTusaumm;
OesmenbHocmu ¢ kaHanam Ha obbekrax —  NOMb30BaTbCs  HOPMATMBHLIMWA  [OKYMEHTaMu B
yyemom mekywezo uHbOpmaTusaLmn 0611acT! TEXHUYECKON 3aLUKUTLI MHDOPMALINK;

COCMOSsIHUS u ymeeT nosb30BaTbCA

meHOeHyull  passumusi HOpPMaTUBHbLIMMY — ®opmynuposate v HacTpavsare nonuTky
Memodos sawumsl | OMK-9.4 [IOKyMeHTaMK1 B 0BNacTH 6e3onacHoCTm noKanbHbIX KOMMbIOTEPHbIX ceTew,
uHghopMayuu g TEXHIYECKOI sawuTel | MOCTPOBHHBIX HA OCHOBE OCHOBHBIX OMEPALIOHHBIX CUCTEM.
orepayUoHHbIX MHopmaumm

cucmemax,

KOMIMbIOMEPHbIX cemsix

u cuCmemax ymeeT dopMmynupoBaTb 1

yrpaeneHus Gazamu HacTpauBaTb  NOMUTUKY

O0aHHbIX, a makxe GesonacHocTy

memodoe u cpedcme | OlIK-9.9 noKkaribHbIX .

sauimer vitopuas

om ymeyku o

MeXHUYECKUM KaHaram, OCHOBHI-:IX onepaLmoHHbIX

cemell u  cucmem cucrem,

nepedayu uHgpopmayuu

OrIK- CrnocobeH ymeeT KOPPEKTHO | YMeTb:

10. aHarnu3uposama ncnonb3oBaTh — KOPPEKTHO McrnonbL30BaThb KpunTorpaduyeckune
meHOeHyuU  pazsumusi KpunTorpaduyeckmne anropuTMbl  Ha  MpakTUKke  MpuM  pelleHun  3agday
memodos u cpedcme | OlK-10.4 anropuTMbl Ha MNpPakTUKe | kpunTorpacduy4eckuMu MeToaamu;

Kpunimozpacpudeckol npu  peweHun  3apad — NPUMEHATb MaTemaTnyeckme MeToAbl npu
3awumsl UHgopmayuu, Kpuntorpacuieckumu ncenegoBaHMmn KpunTorpacuieckmx anroputmos;
ucrionib3oeamsb MeToaamu; — pa3BopayuBaTb MHMPACTPYKTYPY OTKPbITbIX KIoYewn
cpedcmea _ ymeeTt NPUMEHATL | Ansa pelleHns KpunTorpaduyeckunx 3agay;
Kpunmozpagbuyeckoli Marematuyeckne MeToabl — NPOBOAUTL aHamnu3 KpunTorpacuyeckmx NpoToOKOoB, B
3awumsl  uHgpopmayuu | OMK-10.5 | npu MCCNEeAoBaHWA | ToM 4ucne C  MCMONb30BaHWEM  aBTOMAaTU3MPOBAHHBLIX
npu peweHuu 3aday KpVII'ITOrpaq)VILIeCKVIX CpencTs;
npogHeccuoHasbHoU anropuTmos; — OUEHMBaTb TEOPETUYECKYID CIIOXKHOCTb MPUMEHSIEMbIX
OesimenibHocMu BIlageeT HaBblKaMu anropuTMOB;
OMK-10.6 | “CNOMNb30BAHNA TUNOBLIX — pasBopauMBaTb WHGPACTPYKTYPY OTKPLITLIX KroYen
KpunTorpachnieckmx ANs peLleHnst KpUnTo-rpacpuyecknx 3afay;
anropmTMos, — BBIMMCIIATH TeopeTUKo-MHDOPMALIMOHHbIe
YMEET  pasBopauuBaTh | xapakTepUCTUKM WCTOYHUKOB COOGLLEHUI W KaHanoB CBA3U
UHPacTPyKTypy 5 (aHTponus, B3ayMHast MHopMaumm, npornyckHasi
OMK-10.9 | OTKPBITEIX KIOYe  ANA | crocoGHOCTb);
pelleHna —pewaTb  TUMOBble  3afauM  KOOMPOBAHUS W
KpunTorpadmyeckux [EeKOMPOBaHMS;
3agay
yMeeT NpOBOANTL aHaM3 | Bpapets:
KpunTorpacuyeckux — HaBblkamm 1CnonbL30BaHNsA TUNOBBIX
OrK- MPOTOKOMOB, B TOM HYWCNE | ynynTorpaduieckux anropuTMoB;
10.10 [¢ ncnonbL3oBaHneM o
ABTOMATUINPOBAHHbIX —OCHOBAMM  MOCTPOEHMS MaTeMaTUHecknx — Mopjerei
TEKCTOBOM WHdOpMauuyM W Mopenei cuctem nepepadu
cpeacTs )
OrllK- ymeeT OLIeHMBAaTb VHopmaLmm;




10.17

TeopeTU4ecCKyto
CNOXHOCTb
npUuMeHAeMbIX
anropnTMmoB

Or1K-
10.20

ymeet pasBopaymBaThb
UHCPaCTPYKTypy
OTKPbITBIX  Krtoyern Ans
pelweHus KpunTo-
rpagunyeckmx 3agad

OrlK-
10.25

ymeeTt BbIYNCNATL
TEeopeTuKo-
MHOPMaLMOHHbIE
XapaKkTepucTukn
MNCTOYHWUKOB COOBLLIeHUI 1
KaHanos CBSi3n
(aHTponus, B3anMHas
MHopMaLuuK,
nponyckHas
CcnocobHOCTh);

OrlK-
10.26

ymMeeT pelaTtb TUMoBble
3a4auM  KOAMPOBAHUS U
[eKoaMpoBaHus;

OrlK-
10.27

Bnageet OCHOBamu
NoCTPOEHMUS
MaTeMaTU4eckmx
mogaenen TEKCTOBOW
MHopMaumMm n mogenen
cuctem nepegaqu
MHopmaLmu;

OrlK-
10.28

Bnageet
npuMeHeHns
MaTemaTu4eckoro

annapata Ans peLlueHus
NPUKNagHbIX TEOPETUKO-
MH(OPMAaLUMOHHbIX 3a4a4.

HaBblkaMun

— HaBblkaMn MNpUMEHEeHUA MaTemMaTudeckoro annaparta
ana  peweHuna  npuknagHbixX TeOpeTVIKO-VIHCbOpMaLI,VIOHHbIX
3agad.

OrIK-

CnocobeH
paspabambigamb
rnonumuKu
6esonacHocmu,
onuUMuUKU  yrpaeneHusi
docmyriom u
UHGOPMaUUOHHbLIMU
rnomokamu 8
KOMIMbHOMePHbIX
cucmemax Cc y4emom
yepo3  b6e3onacHocmu
UHgbopmayuu u
mpebosaHuli no
3awume uHgopmayuu

OrnK-11.4

ymeeT  paspabaTbiBaTb
MOZENU yrpo3 u mopenv
HapywwuTens
Ge3onacHocTH
KOMMbIOTEPHBIX CUCTEM;

OnK-11.5

ymeeTt paspabatbiBaTbh
YacTHble NONUTUKN
6e3onacHocTn
KOMMbKTEPHbIX CUCTEM, B
TOM  4yucrne  MOnUTUKK
ynpasrneHusa OO0CTyrnomMm u
MHOPMALMOHHBIMUN
noTokamu;

OriK-11.9

ymeeT hopMynmpoBaTtb U
HacTpamBaTb  MOMUTUMKY
6e30MacHOCTM OCHOBHbIX
onepaumoHHbIX CUCTEM

OrK-
11.10

ymeeT dopMmynupoBaTb 1
HacTpavBaTb  MOMUTUKY
6esonacHocTn
noKasbHbIX
KOMTBbIOTEPHLIX  CETEMN,
NOCTPOEHHbIX Ha 6ase
OCHOBHbIX ONepaLOHHbIX
cucTem

YMeTb:

— paspabaTtbiBaTb MOAENM Yrpo3 U MOAENU HapywmnTens
6€e30MacHOCTU KOMMbIOTEPHBIX CUCTEM;

— paspabaTbiBaTb 4YacTHble MONMUTMKM  Ge3onacHocTu
KOMMbIOTEPHBIX CUCTEM, B TOM YWCRE MOMUTUKMA YrnpaBneHus
[OCTYNOM U MHPOPMALIMOHHBIMU NOTOKaMu;

— chopmynmpoBaTb n HacTpavBaTb
6e30MacHOCTI OCHOBHbIX OMEPaLMOHHbIX CUCTEM;

— chopmynumpoBaTb " HacTpavBaTb NONUTUKY
Ge3onacHocT NOKasbHbIX KOMMbIHOTEPHBIX ceTen,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX ONEPALMOHHBIX CUCTEM.

NONMUTUKY

Of1K-
12.

CrnocobeH
adMuHUCmMpuposamep
ornepayuoHHble
cucmeMbl U 8bIMOSHSIMb
pabomsi no
80CCMaHOBIeHUIO
pabomocnocobHocmu
rpukmnadHo2o u
cucmemMHo20
npoz2pamMmMHO20
obecrneyeHusi

OriK-12.5

Ymeet OCYLLEeCTBNATb
aAMVHUCTPUPOBaHWE
nporpamMMHoro
obecneyeHus
cneumasnbHoro
HasHayeHus, BKItoYasn
onepauuoHHble CUCTEMBI,
B TOM yucne
0TEYECTBEHHOTO
npov3BoacTaa.

Orik-12.7

YmeeT BoccTaHaBnuBaTb
paboTocnocobHOCTL
nporpaMmM crneumarnbHOro
Ha3HayeHus npwu
BO3HWKHOBEHUN
HeLUTaTHbIX CUTYyaLUui.

YMeThb:

— OCyWlecTBNnATb  agMUHUCTPUPOBaHUE NporpamMmmMmHoro
obecneyeHus cneumanbHoro HasHaveHus, BKIno4asa
onepaunoHHble CUCTEeMbl, B TOM 4UCle OTeYeCTBEHHOro
npon3BOACTBA,

— BOCCTaHaBIMBaTb paﬁOTOCI’IOCO6HOCTb nporpamMmm

crneumnanbHOro HasHayeHusi NpU BO3HWUKHOBEHWW HELUTaTHbIX
cuUTyaumn.

OfIK-
13.

CnocobeH
paspabambigamb
KOMMOHEeHMb|

OriK-13.1

ymeeT hopMynumpoBaTtb u
HacTpamBaTb  MOMNUTKKY
6e30MNacHOCTN  OCHOBHbIX

YMeThb:

— chopmynumpoBatb " HacTpavBaTb NONUTKKY




npozgpamMmMHbIX u OnepaumoHHbIX CUCTEM 6e30nNacHOCTU OCHOBHbIX OMEPaLMOHHbIX CUCTEM,;
rnpozpamMmMHo- Bnageet HaBblkamu — paboTaTb C WHTErpypoBaHHbLIMM cpeJamn pas3paboTku
annapamsbix cpedcmes pa3paboTku nporpaMmMHoro obecneyeHus;
3awumesl - UHghopMayuu nporpaMMHbIX  MoAynen, — NPUMEHSITb cpeacTea n meToael aHanusa
8 KOMIMbIOMEePHbIX peanusylolwmnx  3agauun, | nporpammHoro obecneveHus 4ns BbisIBNIEHUs 3aKafok;
cucmemax u OMK-13.2 CBA3aHHblE c — NPVMMEHATbL MeTOAbl aHanm3a NPOEKTHbIX peLleHnin Ans
nposodums  aHanu3 ux ' obecneyeHrem obecneyeHuns 3almLLEHHOCTN KOMMbIOTEPHbBIX CUCTEM;
6esonacHocmu BesonacHocTu — NPUMEHSITb  COBPEMEHHble CpeacTea  obecreueHus
OonepauuoHHbIX  CUCTEM | pHdhopMaLMOHHON 6e30NacHOCTU NPorpaMM U AaHHbIX;
pacnpocTpaHeHHbIX — NpoBOANTb aHanu3 nporpaMMHbIX cpeacTs,
cemencrs NMPUMEHSIEMBIX AT KOHTPONS U 3alMTbl UHGOPMAaLMK.
ymeeTt pabortaTtb c
WHTErpupoBaHHbIMU Bnap'e'rb:

OMNK-13.5 | cpepamu paspaboTk1 — HaBblkaMu  pa3paboTKM  MPOrPaMMHbIX  Mogyrei,
nporpaMmmHoro peanu3ylolMx 3ajavn, CBf3aHHble C  obecneyeHnem
obecneyenus; 6e30MacHOCTV  OMEepaLMOHHbIX CUCTEM PacnpOCTpPaHEHHbIX
Bnageet HaBblKaMu CeMel;lCTB;

OlK-13.6 paspaborkw, oTnaaka, — HaBblkaMy pa3paboTku, oTnagku, AJOKYMEHTUPOBAHWS U
HOKYMEHTMPOBAHA M TEeCTUPOBaHWS MPOrpamMm;

TECTUPOBaHUS NPOrpamm;
BrageeT HABLIKAMY —HaBblkaMy paspaboTkv anropuTMOB ANS  peLleHns
onk. paspaboTkn anroputMos | TUNOBbIX npodgpeccroHanbHbIX 3aday.

13.17 ONs peLleHust TWUMoBbIX
npodeccroHanbHbIX
3agav;

Ymeet NPUMEHSTb

onk- cpeactBa M MeTodbl
aHanusa nporpaMmmHoro

13.18
obecneyeHns ans
BbISIBNIEHWS 3aKNagok
Ymeet NPUMEHSTb
mMeToAbl aHanusa

OrlK- NPOEKTHbIX peLLeHnn onsa

13.19 obecneyeHus
3aLUMLLEHHOCTH
KOMMbIOTEPHbBIX CUCTEM.

YmeTb NPUMEHsITb
COBpeMeHHble cpefcTea

OrK- obecneyeHns

13.21 MNHMOPMaLMOHHOM
6esonacHocTM nporpaMm
N AaHHbIX
YMeeT npoBOAMTL aHanms

onk- nporpaMMHbIX  CPeAacTB,

13.23 NpUMeHsIEMbIX ans
KOHTpONS U 3aLuThbI
MHopMaLmm

OrIK- CrnocobeH ymeeT npoekTupoBaTb | YMeTb!

14, npoekmuposams  6a3bi pensiUMOHHbIE 6a3bl — NPOeKTUPOBaTb  pPensuUMOHHble  6a3bl  AaHHbIX U
0aHHbIX, AaHHbIX W OCYLLEeCTBNATL | OCYLEeCTBASATb HopManum3aauuo OTHOLLEHWI npwu
adMuHUCmpupos8ams OMK-14.4 | Hopmanmsauuio NMPOEKTUPOBAHWUUN PENSLMOHHOW 6a3bl AaHHbIX;
cucmembl  yripaenieHus OTHOLLEHUN npu — HacTpamMBaTb W MPUMEHATbL COBPEMEHHbIE CUCTEMbI
b6asamu  OaHHbIX 8 NPOEKTUPOBaHNM ynpaeneHus 6azamm AaHHbIX;
coomeemcmeuu c pensLMoHHo Gasbl — nonb3oBaTbCs cpeacTesamu 3aLUuThl,
mpebosaHusimMu no OaHHbIX npegocTaensembimn CYB[;
3auwume uHgopmMayuu ymeeT HacTpavBatb WU — co3gaBaTb [AOMOMHUTENbHbIE CpefAcTBa 3awuTbl 6a3

OMK-14.5 | NMPVIMEHSATL COBPEMEHHBIE | naHHbIX;
cucTembl ynpasnexus — NPOBOAWTL @aHaNM3 1 OLEHVBaHWE MEXaHU3MOB 3aLLMThI
6a3aMu AaHHbIX 6a3 aaHHbIX.

BnageeT MeETOAMKOA W
HaBblkamMi  COCTaBNeHUs | BnapeTb:

OfK-14.6 | sanpocos Ans ngmm(a — METOAMKON W HaBblkamMW COCTaBIIEHWSI 3arnpocoB Ans
:ggfgya””” B 0&8aX | houcka nHpopmaumm B 6a3ax faHHbIX;
ymeeT NONb30BaTLCs —METOAMKON W  HaBblkaMW  WCMOMb30BAHWUSA CPEeACTB

OnMK- cpencTeamm saluThl, | 3aLMTEI, NPefoCTaBNseMbIX CYBA.

14.11 npegocTaBnseMbiMun
CYB[;
ymeet co3faBaTb

OrnK- [ONONHUTENbHbIE

14.12 cpeacTtBa 3awmTbl  6a3
[aHHbIX;
yMeeT NpoBOAUTL aHanu3a

OrlK- 7] oLeHuBaHne

14.13 MexaHn3mMoB 3aluTel 6a3
[aHHbIX;

OnK- ﬁg:ﬂig;\rﬂ . MeToauKon 1

14.14

MCcNosib30BaHNA CpeacTB




3aLmnThbl,

npeaocTaBnsieMbIX
CyB[.

OrIK- CnocobeH ymeeT OCYyLLEeCTBNATb | YMeTb!

15. admuHucmpuposams NpoeKTMpoBaHne ] — OCYLLECTBNSATb  MPOEKTUpPOBaHME U ONTUMU3auUo
komnblomepHble cemu | OlK-15.6 onTuMm3aumio YHKLMOHNPOBAHUS KOMMBIOTEPHBLIX CETEN.

u KOHmMposnuposams YHKLMOHUPOBAHNS
KOppeKmHocms ux KOMMbIOTEPHBIX CETEN; Bnapetb:
PYHKYUOHUpOBaHUS Bnageet HaBblkamu — HaBblkaMW  8AMWHUCTPUPOBAHUSI  KOMMBIOTEPHBIX
OrlK-15.7 2AMUHMCTPUPOBAHNS ceTeil.
KOMMbIOTEPHbIX ceTel;

OriK- CriocobeH nposodumsb ymeeT copmynupoBaTb U | YMeTb:

16. MOHUMOpPUH2 HacTpamBaTb  MOMUTUKY — hopMynupoBaTb " HacTpauBatb NONUTUKY
pabomocrnocobHocmu u 6€30MacHOCT OCHOBHbIX | 6€30MacHOCTY OCHOBHbLIX OMEpPaLMOHHBLIX CUCTEM, a Takke
aHanus OMK-16.6 | OMEPALMOHHBIX CUCTEM, @ | MOKambHBIX  KOMMBIOTEPHBIX ceTel, MNOCTPOEHHbIX Ha WX
aghgbekmusHocmu Takke nokarbHbIX | OCHOBE;
cpedcme 3awumel KOMMbIOTEPHBIX  CETewn, — MPUMEHATb  3aLUULLEHHbIe MPOTOKOMbl, MeXCeTeBble
UHghopmayuu 8 MOCTPOEHHbIX ~ Ha WX | akpaHbl U CPeacTBa OOHApYXEHUs BTOPXEHUWA Ans 3aluTbl
KOMIbOMepHbIX OCHOBE; MHOpMaLmmM B CETSX;
cucmemax u cemsix ymeet NpUMeHsATb — OCYyLLeCTBNATb Mepbl MPOTUBOAENCTBUS HapyLUEHUSM

3alimieHHble ceTeBoN 6€30MacHOCTM C WCMOMb30OBaHUEM  PA3NUYHbIX
NPOTOKOIbI, MEXCETEBbIE | nporpaMMmHbIX U annapaTHbIX CPEACTB 3aLUuThbl;
OrK-16.7 | akpaHbl 1 cpefctea — BBISBMATL  [IENCTBME BPEJOHOCHBIX NpOrpamm, W
oBHapyxeHusi BTOPXKEHUA | onpepensiTb xapakTep UX BO3AENCTBUS
Aans 3almThI — BbINOMHATb paboTbl no BOCCTaHOBMEHMIO
“HOpMaLK B ceTsX; paboTOCnocOGHOCTM CPeacTB  3aliuThbl MHGOPMAaUMM Npu
ymeer OCYLIECTBIIATL | BOZHMKHOBEHWM HELLTATHbLIX CUTYaLil.
Mepbl NPOTMBOAEICTBUA | BrapeTs:
HapyLIeH!AM ceteson — HaBblKaMW HACTPONKN MEXCETEBbIX 3KPaHOB;
OMNK-16.8 6e3onacHocTn c — meto
MCMOMb30BaHMEM aVKaMu aHanusa ceTeBoro Tpaduka.
pasnuyHbIX NPOrpaMMHbIX
M annapaTHbiX CpPeacTB
3aWmnThl;
BnageeT HaBblkaMm
OrlK-16.9 HacCTPOMKM  MEXCETEBbIX
3KPaHOB;
onk- Bnageet mMeToauKamu
16.10 aHanusa . CeTeBOro
Tpadvka;
Ymeet BbISIBNATb
OnK- OencTBue  BpPEdOHOCHbIX
16.12 nporpaMm, v onpeaensite
Xapaktep nx
BO30ENCTBUSA.
Ymeet BbINOMHATb
paboTbl no
BOCCTaHOBIEHWIO
OrlIK- paboTocnocobHOCTH
16.16 cpeacTs 3alWnTbl
MHopMaLum npv
BO3HWKHOBEHUMN
HeLTaTHbIX CUTyauui

OrIK- CrnocobeH 3HaThb:

2.1 pa3spabambieamb — MaTemaTuyeckue MoAenu Ansi oueHku GesonacHocTu
ansopummbl, CnocobeH KOMMbIOTEPHBIX CUCTEM.
peanusyouwue paspabarbiBaTb
cospeMeHHbIe nporpaMMHsble YMeTb:

MamemMamu4eckue anropuTMbl c — paspabaTtbiBaTb  NporpaMMHble  anropuTMbl  C
mMemoob! 3awumsl | OMNK-2.1.5 | npumeHeHnem NPpUMEHeHneM MaTemaTu4eckux Mmoaenen AN OueHKu
UHgopmayuu MaTemMaTU4eckmx 6€30MacHOCTU KOMMbIOTEPHBIX CUCTEM.
MoZenen AOnst  OLEHKM
©6e3onacHocTn Bnapetb:
KOMMbIOTEPHBIX CUCTEM VHCTPYMEHTarnbHbIMU cpeacTBamu pa3paboTku
NporpaMMHbIX anropuTMOB C NMPUMEHEHWEM MaTeMaTU4ECKUX
Mogenen ans oueHkn 6e30nacHOCTU KOMMbIOTEPHbIX CUCTEM.

OrIK- CnocobeH MpuMeHsieT  OCHOBHble | 3HaTb:

2.2. pa3spabambieamb u VNHCTPYMEHTbI —  WHCTPYMEHTbI MOZEnMpoBaHus 3aLUMLLEHHBIX
aHanusuposams MOZEenupoBaHusi aBTOMaTU3NPOBaHHBIX CUCTEM;

Mamemamu4veckue OMK-2.2.1 | 3almLLeHHbIX — cpeactsa U MeToAbl aHanu3a KOMMOHEHTOB CUCTEMbI
modenu  MexaHu3Mos aBTOMaTN3NPOBAHHbIX 6esonacHocTm c MCMnosnb30BaHNEM COBpPEMEHHbIX
3awumsl UHd)opMauuu CUCTEM C Lenbtlo aHanumsa MaTeMaTudyecknx MeTogos;

UX ySI3BUMOCTEN — maremartuyeckue MoAenu Ans oueHkM 6e3onacHocTu

MpuMeHseT CpeacTBa W | KOMMLIOTEPHBIX CUCTEM.

MeToabl aHanusa

OMK-2.2.5 gOMrIOHeHTOB cucTembl | YmeTb:
€30MacHoOCTn c —  MPUMEHATb OCHOBHbIE MHCTPYMEHTbI MOAENUPOBaHUSA
MCMONb30BaHNEM

COBPEMEHHbIX

3aliMUeHHbIX aBTOMaTU3MPOBaHHbIX CUCTEM C LENblo




MateMaTu4eckunx

aHanusa ux yF|3BVIMOCTel7I;

MeToa0B — NPUMEHATb cpencTBa " MeToAbl aHanusa
KOMMOHEHTOB CcuCTeMbl 6e30MmacHOCTU C WCMONb30BaHWEM
COBpPEMEHHbIX MaTeMaTUYEeCKUX METO/OB;
— paspabaTtbiBaTb MatemaTudeckue Mogenu  Ansi
oLeHKM 6e30MacHOCTH KOMMBIOTEPHBIX CUCTEM.
PaspabatbiBaeT BnageTs:
MaTtemaTtuyeckue mogenu
OMK-2.2.6 | ans OLIOHKN —  VWHCTPYMEHTaMW  MOAENVPOBaHWS  3alUMLLEHHbIX
6e30MacHOCTH aBTOMaTVI3VIEJ.0BaHHbIX CUCTEM C LUemnbl aHanusa Wux
KOMMbIOTEPHBIX CUCTEM yAssumocren,
— cpeactBamMM M MeToA4aMu  aHanusa KOMMOHEHTOB
cucTeMbl 6e30MacHOCTM C UCMOMb30BaHUMEM COBPEMEHHbIX
MaTemMaTU4YecKMx METOA0B;
cpeactBamu paspaboTkM MaTemaTudeckMx Mogenen ans
OLEHKM 6e30MacHOCTU KOMMbIOTEPHbIX CUCTEM.
OrFIK- CrnocobeH nposodume MpumeHseT  ocCHoBHble | 3HaTb:
2.3. cpasHuUmMersibHbIl meToabl — OCHOBHble MeToAbl WHCTPYMEHTanbHOro aHanusa
aHanu3s u | OlK-2.3.2 | MHCTpPyMeHTanbLHoro CpeacTB 3alnTbl MHopMaLuu;
ocyuwecmerisimb aHanusa cpeacts —  MEeTOAMKM OUEeHKM SDPEKTUBHOCTN MPOrpaMmMHbIX,
obocHosaHHbIl  8bI6OP 3alNThI MHGOpMALMK nporpaMMHO-annapaTHbIX W TEeXHWYECKUX  CPeAcTs,
rpoepaMmMHbIX u Mposogut OLEHKY | moAcucTeM 3almTbl MHOpMaLUK;
npoepamMmHo- 9hheKTUBHOCTH — TpeboBaHma Kk  sawuTe  uHdopmauum B
annapambix cpedcmes nporpaMmMHbix, aBTOMaTU3NPOBAHHOW CUCTEME.
3awumsl  uHgopmayuu | OlMK-2.3.3 | nporpammHo-annapaTtHbIX
c yyemom N TEeXHUYEeCKUX cpeacTs, | YMmeTb:
peasusoeaHHbiX 8 Hux nofcuctem sawuTLl —  MPUMEHSATb OCHOBHblE METOAbl MHCTPYMEHTaNbHOro
mMamemamu4ecKkux MHdopMaLmm aHanusa cpeacTs 3almTbl MHopMaLUK;
memodos —  NpoBOANTbL OLEHKY 3dEKTMBHOCTM MPOrpaMMHBbIX,
nporpaMMHo-annapaTHbIX " TEXHUYECKUX  CPEAcCTB,
noAcucTeM 3auTbl UHopMaumy;
— dopmupoBaTb 060CHOBaHE HEOOXOAMMOCTM 3aLLUTI
dopmmpyeT 0BoCHOBaHME MHOpMaLuM B aBTOMaTU3MPOBaHHON cucTeMe.
HeobXxoQuMOCTW  3awuThl )
OlK-2.3.4 | nHdopmauum B Brapere:
ABTOMATU3VPOBAHHOM — MeToAaMu  MHCTPYMEHTamnbHOro aHanvMs3a CpeacTs
cncTeme 3aLUMTbl MHOPMaLMK;

— cpeacTtBamm MpoOBEAEHUS OLeHKU adbdeKkTBHOCTM
NpOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX W TEXHUYECKUX
CpeACTB, NOACUCTEM 3aLLUTbI MHpOpMaLMK;
mMeToAnKamu PopMMpoBaHNA 060CHOBaHWS HeobXOoAMMOCTM
3aWmTbl MHOPMaLMM B aBTOMaTU3NPOBAHHON CUCTEME.

13. O6bemM npakTUKM B 3a4eTHbIX eauHULaX / aK. Yac. (e coomeemcmeuu ¢ y4ebHbIM rnaHoMm) —
6/216.

Popma NpoOMeEXYTOYHON aTTecTaLunm 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb No Bugam y4ebHown paboTbl

TpynoemMkocTb
Bcero Mo cemecTtpam
Bug yuebHow paboTbl A
u. 4., B opme
nr
Bcero vacos 216 216 162
B TOM ymcne:
KoHTakTHasa pabota (Bkntoyass HAC) 4 4 2
CawmocTosiTenbHas pabota 212 212 160
UToro: 216 216 160

15. CopepxaHue npaktuku (mnu HAP)

n/n O6bem yyebHon paboThbl, 4
Pasgenbl (aTanbl .
il ( ) Buibl yueGHOI paBoTbl KoHTakTHble | CamocTosiTe
NPaKTUKK yacsl nbHas

paboTa




OpeaHu3auyuoHHo- npoeeaeHne cobpaHusi N0 opraHu3aumMM NPaKTUKK,
nodzomosumersibHbl | YCTAHOBOYHbIA WHCTPYKTaX MO 3agadam, CpokaMm MU
U aman

TpebyemMo OTYETHOCTW; WHCTPYKTaX MO TEXHMWKe
BesonacHocTn paboTbl; ¢opmMynupoBka 3agady Aang
pelleHns B XO4e NpakTUKu 1 cocTaBneHve nnaHa pabor;
MOAroToBKa [OOKYMEHTOB, noAarBepxaalowmnx  dakT
HanpaBneHus Ha npakTuKy; nonydeHne 3agaHna oT 1 12
pykoBoauTEns NpakTuku; NPON3BOACTBEHHbIV
NHCTPYKTaX; O3HaKoMIieHune CTYyOEeHTOB c
opraHmM3auUnoHHON CTPYKTYpOM npoduibHON
opraHusaumu, NpUMeHsemMon annapatypou "
nporpaMmHbiM obecrneyeHnemM, HOPMaTMBHLIMU aKTaMm
N MHCTPYKUMNAMMU.

lNpoekmHo- M3y4yeHue HOpPMAaTMBHbIX [OOKYMEHTOB MO 3awuTte
3KcnyamayuoHHb! | MHpopMaLumM U MeToauKamn MpPOBEPKM 3aLLMLLEHHOCTH
U aman

obbekTa MHdOpMaTU3aLmnK; O3HaKoMIleHne c
npuHUMNamm hopmMmmpoBaHus NOMNUTUKN
MHMOPMaLUMOHHON Be3onacHOCTM B KOPrNoOpaTMBHOM
MHMPACTPYKTYpe;  OueHKka puckoB  Be3onacHoOCTU
NHOOPMALIMOHHOMN cUcTeMbI; O3HaKoMIeHune c
NOMMUTUKON WMHOPMaLMOHHOM BesonacHocTH 2 100
OENCTBYIOWEN B KOpPNopaTMBHOW WHMPACTPYKTYpE;
O3HaKOMIIEHME C  MPUMEHSIEMbIMW  CpeacTBaMu,
MeTodamm n TEXHOMOrNAMM obecneyeHuns
3aLUMLLEHHOCTU  KOPNOpPaTUBHOW WHAPACTPYKTYpbl W
obecneyeHuns NHGOPMALIMOHHOM 6e3onacHocTy;
paspabotaTb NpeasiokeHuss MO COBEPLUEHCTBOBAHMIO
CUCTEMbI MHGPOPMALMOHHOM 6€30MacHOCTMW.

OgbopmrneHue onucaHme npogenaHHon paboTbl C CaMOOLIEHKOW
omyéma o pe3ynbTaToB NPOXOXAEHUS NpaKkTUKu;
umoeam npakmuku | bopMynMpoBaHNe BbIBOOOB U NpearnioXeHun no

1 100

OopraHu3aunn nNpakTukn.

16. MNepe4yeHb y4yebHOM nuTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOOXoAMMBbIX Ans
NPOXOXAEHUSA NPaKTUKK (CrIUCOK /1Umepamypbl 0ghopmrisiemcsi 8 coomeemcmeuu ¢ mpebogaHUsIMU

IOCT u ucnionib3yemcs obwasi ckeo3Hasi Hymepauus 01151 6cex auG08 UCMOYHUKO8)
a) OCHOBHag nuTepaTtypa:

Ne n/n
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OMK [Mpecc, 2009. — 287 c. — 3arn. u aBT. opur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1118>.

11.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0.B. 3anueB. — CI16.: EXB-INetepbypr, 2006. - 304 c.

12.

MpockypuH B. I'. 3awuTa nporpamm u gaHHbix - M.: Akagemunsi, 2011. — 198 c.

13.

YnpaBneHve BHegpeHvemM MHOOPMALIMOHHBIX CUCTEM: KypC NeKumn: y4eb. nocobue ans
CTYLEHTOB BY30B, 00OyvaloLmxcsa nNo cneumanbHOCTsIM B 06nactu uHdgopm. TexHonorui / B.A.
pekyn, . H. dennweHko, H.J1. KopoBknHa. — M.: UHTEpHET-YH-T UHdopM. TexHonorui, 2008.
[OnekTpoHHbI pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.

14.

FOpuH U.10. TeopeTnyeckune n npakTudeckme OCHOBbI 3aLmTbl MHopmauun. 2012.
http://library.sgu.ru/uch_lit/620.pdf.

15.

ActanuH, WN.K. 3awmTa nidopmaummn: yuebHoe nocobue ans sysos / N.K. Actanun, H.U.
AcTtaHuH; BopoHex. roc. yH-T, JIuckuHckmn dpunman. — BopoHex: BopoHex. roc. yH-T, 2006. —
Bnbnuorp. : ¢.169 .— ISBN 5-9273-1080-x.

16.

WaHbruH, B. ®. 3awmTta koMnbloTepHON nHdopmaunm. dpdekTnBHbIe MeToabl U cpeacTaa/
WaHbruH B. ®. — Mocksa: MK lNpecc, 2010. — 544 c.: un., Tabn.; 24 cm.—
(AaMuHucTprpoBaHue u 3awmra). — JdonyuleHo YyebHo-meToanyeckum obbeamHeHem By30B
MO YHMBEPCUTETCKOMY NONUTEXHUYECKOMY 0bpa3oBaHuio B kKayecTBe y4ebHoro nocobus ans
CTYOEHTOB BbICLLMX y4eOHbIX 3aBeAeHWI, 0byvatoLmxcsa no HanpaenexHuto 230100
«VMHpopmaTmrKa 1 BbluUCIUTENbHAs TeXHUKay. — ISBN 978-5-94074-518-1. —
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll id=1122.

17.

NuwewnHos B.A. 3awmTa koHpmaeHunanbHon nHpopmauum: [ydebHoe nocobue ans ctya. By30B,

06yu4. no cneumansHoctn 090103 "OpraHu3aums u TexHoNormns 3awwmuTel MHpopmauun” n 090104
«KomnnekcHas 3awmta o6bekToB UHpopmaTusauuny»] / B.A. NwenHos, M.B. MeuaTtyHsaH .— M. :
OOPYM, 2009 .— 254 c. — ISBN 978-5-91134-336-1.

6) gononHuTenbHas nuTeparypa:

Ne n/n

MNcToYHMK

18.

Mypomuesa A. B. UckyccTBo npeseHTauunn. OCHOBHbIE MpaBuia n NpakTuyeckue
pekomeHgaumm / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

19.

Kpy4umHuH, B.B. KomnbloTepHbIe TEXHOMOMMN B HAay4YHbIX UCCNEAOBaHUAX: y4ebHO-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocygapCTBeHHbIN
YHVUBEPCUTET CUCTEM YNpaBrneHus 1 pagnoanekTpoHukn), 2012, — 57 c¢. — Pexwum gocTtyna:
http://e.lanbook.com/books/element.php?pll id=11269.

20.

AHppees, .. OcHOBbI Hay4HOM PaboTbl 1 METOAONOMMSA ANCCEPTALUOHHOIO UccnegoBaHus /
.. Angpees, B.B. bapeuHeHko, B.C. Bepba. — Mockea: ®uHaHchl U cTaTucTuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

21.

Cuctemsbl n cpeacTtea nHdopmatukn: ExerogHuk / 'n. peq. N.A. Cokonos. — Mockea: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

22.

depnepanbHbIi 3akoH oT 27 uionsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHOMOrMsX 1 0 3awmTe nHdopmauumy // CobpaHue 3akoHogaTenbcTBa Poccumnckom
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

23.

denepanbHbin 3akoH oT 27 uions 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogatenbcTBa Poccuiickon ®epepauum, 31 nronga 2006 roga Ne 31 (1 4.), cT.
3451.

24,

FOCT P MCO/M3K 27001-2006 MHdbopMaLmoHHasa TexHonormus. Metoapl n cpeacrtsea
obecneyeHus 6esonacHocT. CUCTEMbI MEHEeKMEHTa MHpopMaLnoHHON 6e30nacHoCTL.
TpeboBaHus. (yTBepXaéH 1 BBeOEH B AenctBue NMprnkaszom degepanbHOro areHTcTea no
TEXHUYECKOMY PEryrnmpoBaHnio n metponorum ot 27 pekadbpsi 2006 r. Ne 375-cT).

25.

Mpukas ®egepanbHon cnyx6bl MO TEXHUYECKOMY U SKCMOPTHOMY KOHTposto Poccum ot 11
deBpans 2013 roga Ne 17 «O6 yrBepxxaeHun TpeboBaHuiA 0 3almnTe MHGOpMaLmu, He
COCTaBMsIlOLLEN rOCYOAPCTBEHHYIO TalHy, COAEPXKAaLLENCsi B rOCYAapCTBEHHbIX
MHOPMaLMOHHBIX cnuctemax» // Poccuinckas raseta, Ne 136, 26.06.2013.



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

26.

Mpuka3 ®enepanbHoOM cnyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTposto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBepXXaeHUn coctaBa M COAEPXKaHUSA OpraHM3auNoOHHBIX U
TEXHUYECKNX Mep No obecneveHnto 6€30MacHOCTN NePCOHanbHbIX AaHHBIX NPy X 06paboTke B
MHAOPMALIMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

27.

MeToanyeckuin 4oKymeHT. Mepbl 3alumTbl MHOpMaLMn B rocyaAapCTBEHHbIX MHAOPMALMOHHBIX
cuctemax (yr8. PCTIK Poccum 11.02.2014).

28.

MocTtaHoeneHue MNpaButensctBa Poccuiickon Peaepauum ot 1 Hos16pa 2012 roga Ne 1119 «0O6
yTBEepXaeHUn TpeboBaHUn K 3aLuTe NnepcoHarnbHbIX aHHbIX Npy nx obpaboTke B
MHAOPMALIMOHHbBIX CUCTEMAX NepcoHanbHbIX AaHHbIXy» // CobpaHme 3akoHogaTenbCcTBa
Poccunckon degepaumm, 05.11.2012, Ne 45, cT. 6257.

29.

MewepsikoB B.A., XKenesHsik B.I., BoHaapb A.O., Ocunenko A.J1., BabkmH A.H. lNepcoHanbHble
AaHHble: opraHusauus obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocyaapCTBEHHON
BNacTu 1 MecTHoro camoynpasnenus / lNopg peq. B.A. MeliepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MB[ Poccun, 2014, — 186 c.

30.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnacTtu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHUN MOJOXKEHMS O €UHOM PeecTpe rocyAapCTBEHHbIX MHOPMALMOHHBIX CUCTEM
BopoHexckoi obnactun» // CobpaHne 3akoHoaaTenscTBa BopoHexckon obnactn 20.06.2011 Ne
4, cT. 285.

31.

EpmowkunH H.H., Tapacos A.A. CTtpaTermsa nHopMaLMOHHbIX TeXHONOorMn npegnpuatns. M.:
M3a-Bo MOCKOBCKOro rymaHutapHoro yHmsepcuteta, 2003.

32.

KopHees U.K., CtenaHoB E.A. 3awmTta nHdopmaumm B odpuce. — "Magatenscreo lNpocnekt”,
2008. — 333 c.

33.

AnekcaHgp JopoHuH. BusHec-passeaka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

34.

TaHeHb6aym 3. KomnbtoTepHble cetn / 3. TaHeHnbaym. — Cl16.: MNutep, 2005. — 991 c.

35.

Banbix A.C. OueHka BO3MOXHOCTEN aTaku Ha HopmaumoHHyto cuctemy / A.C. Banbix, C.A.
Banbix // KnbepHeTtuka n Beicokne texHonorum XXI seka: matep. Xl mexgyHapopn. Hay4.-Tex.
KOHd. BopoHex, 11-12 mas 2011 r. — BopoHex : WML BI'Y, 2011. - T.1. — C. 91-96.

36.

Maptbika T.J1. MhdopmaumoHHas 6e3onacHoctb M.: POPYM, 2007

37.

MenbHukos, Bnagumunp MNasnosuy. MHdopmaumnoHHas 6e3onacHoCTb 1 3awmuta nHpopmauum:
y4yebHoe nocobure anga crtya. By3oB, 06y4. no cneumansHoctn 230201 "MiHdopMaUMOHHbIe
cuctembl n texHonorun” / B.IN. MenbHukos, C.A. KnerimeHos, A.M. MNeTpakos; nog pea. C.A.
KnenmeHosa. — M.: ACADEMIA, 2006. — 330 c.— (Bbicwiee npodeccnoHansHoe
obpaszoBaHue. NHdopmaTuka u BblaucnuTensHasi TexHunka). — ISBN 5-7695-2592-4.

38.

AHppuaHoB B.N."LLUNnoHckue Wwty4kn" n ycTponcTea ANs 3alnTbl 00 bEKTOB U MHOpMaLmm:
Cnpag. nocobue / B.A.bopoanH, A.B.CokonoB. — C-I16.: JlaHb, 1996.

39.

Abanma3soB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE CpeacTBa NPOTUBOAENCTBUS
UHdopmaunoHHbIM yrposam / 3.M.Abanmasos. — M.: 'poTek, 1997.

40.

Bacunescknii M.B. Cnocobbl 1 cpeacTsa npedoTBpaLleHns yTeukn nHpopmauum no
TexHuyecknum kaHanam / .B.Bacunesckui. — M.: HINL "Henk", 1998.

41.

Xopes A.A., Cnocobbl u cpegctea 3M / A.A.Xopes. — MO P®, 1998.

42.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmMoHHasa TexHonormua. Metoapl 1 cpeacrtea
obecneyeHuns 6esonacHocTu. Kputepumm oueHkn 6€30nacHOCTM MHPOPMALMOHHBIX
TEXHONOrMn», MPUHAT 1 BBeAeH B aencTteue NoctaHoBneHnem locctaHgapta Poccuu oT 4
anpens 2002 r. Ne 133-cT.

43.

NCO/M3K 31000:2009 «YnpasneHune puckamu. MNpuHuunbl n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.

44,

MCO/MBK 31100:2009 «YnpaeneHue puckamu. Metoamkum oueHkm puckay, ISO Technical
Management Board Working Group, 2009.

45,

FOCT P UCO/M3BK 27005-2010 «NHGdopMaumoHHas TexHonorus. Metoabl 1 cpeacraea
obecneyeHnsi MHopMaLNOHHOM Be3onacHoCTU. MeHedKMeHT pucka MHOPMaLMOHHOWN
©esonacHocTu», yTBEPXXAEH 1 BBeAEeH B fencTaue Mpukaszom PenepanbHOro areHTcTea no
TeXHU4eckomy perynvmpoBaHuio n metponorum ot 30 Hoabps 2010 r. Ne 632-cT.

46.

MenbHukoB, Bnagnmmp Maenosuy. MHdopmMaumoHHasa 6e3onacHOCTb 1 3alumMTa MHdopMaLnn:
y4yebHoe nocobure ansa ctyd. By3oB, 06y4. no cneumansHoctn 230201 "MiHdopMaLMOHHEIE
cuctembl n TexHonoruun" / B.I. MenbHukos, C.A. KnenveHos, A.M. MNeTpakos; nog peg. C.A.
Knenmenosa. — M.: ACADEMIA, 2006. — 330 c. : un .— (Bbicwwee npodeccnoHansHoe
obpasoBaHue. VMIHhopmaTurka n BelumcnuTenbHasi TexHuka). — ISBN 5-7695-2592-4,

47.

Muporoe B.FHO. Accembnep u gusaccembnmpoanue / B.HO. Muporoe. — CI16.: BXB-IMNeTepbypr,
2006. - 464 c.

48.

"oHuapoB, Mropb Bacunbesuy. MIHdbopMaLumoHHasa 6e3onacHocTb. CnoBapb MO TepMuHonorum /
W.B. lNon4vapos, KO.I'. KupcaHos, O.B. PankoB. — BopoHex : BopoHexckas obnactHas
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Tnnorpacpms, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.
49. | BpycHnumH H.A. OTkpbITOCTb U WinMoHax / H.A.BpycHuuuH. — M.: BoeHusgat, 1991.

B) MHCPOPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHbIE pecypchl (0OduLnanbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHas 6ubnuoteka TexHmnyeckoro BY3a» (OBC «KoHcynbTaHT cTygeHTay)
9EC IOPAUT
OnekTpoHHasa 6ubnuoTeka y4ebHo-mMeToaMYecknx MaTepuanos BIY. Pexum goctyna: http://iwww.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru
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* BHavane ykasbiBaloTcs OBC, ¢ KoTopbiMM uMMetoTcs doroBopa Yy BIY, 3atemM OTKpbITbie 3MEKTPOHHO-
obpasoBaTesibHble pecypchl U T.4.

17. OO6pa3oBaTesfibHble TEeXHONOruu, MNpUMeEHsieMbleé NPU NPOBeAEHUN TMNPaAKTUKU W
MeToAu4YecKMne yKasaHusa OnAa ooy4varoWwmxcsa no npoxoXxgeHUI0 NPakTUKn

OTyeT nNO npakTMke [OOMKEH OblTb W3MOXEH TEXHUYECKNM T[PaMOTHbIM S3bIKOM C
NPUMEHEHNEM PEKOMEHOOBAHHbIX TEPMMHOB W abbpeBuatyp 6e3 opdorpadpuyecknx wu
rpamMmmaTnyecknx owmnbok. NpeacTaBneHHbIN OTYET MO NPAaKTUKE OLEHNBAETCHA Ha COOTBETCTBUE
MHdopMauuK, NpeacTaBleHHON B OTYeTe, AaHHbIM U3 MH(OPMAaLMOHHBIX pecypcoB 0b6Luero
aoctyna cet IHTepHeT, MmaTtepmanos fekumin, y4ebHON 1 TEXHUYECKOW NuTepaTypbl.

CTpykTypa oT4eTa no npakTuke

1. OT4eT NO NpaKTUKe OOSDKEH BKMOYATb TUTYSbHBIM JIUCT, coAepXaHue, BBedeHue,
OonucaHme TEeOPETUYECKUX U MNPaKTUYECKMX acrekTOB BbINOSIHEHHOW paboTbl, 3aKni4YeHue,
CMNCOK NCMOSb30BaHHbIX UCTOYHUKOB, MPUIOXKEHMS.

2. Ha TtuTynbHOM nucte [ormkHa ObiTb NpeacTaBrieHa Tema MpakTuMKM, rpynna wu
damunua CcTygeHTa, OaHHble O NpeanpusiTuM, Ha 0ase KOTOPOro BbIMOMHANACh NpakTuka,
amunnusa pykosoauTens.

3. Bo BBegeHun CTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3ajayu, pellaemMon B
pamkax npakTUKu.

4. B OCHOBHOW YacTu OoT4yeTa CTyAEeHTbl NpMBOAAT noapobHoe onmcaHuMe npoaenaHHOM
TeopeTn4eckon n (Unm) npakTuyeckon paboTsl, BKNKOYas onvcaHne n obocHoBaHMe BblGpaHHbIX
peLleHnn, onmcaHne nporpaMmm 1 T.4.

5. B 3akntoyeHnn gaetcsa KpaTtkasa xapakrepuctmka npogenaHHon padoTbl, 1 npMBoasTCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHnax npuBoaaTCs HENOCPeOCTBEHHble pe3ynbTaTbl pa3paboTku: TEKCTbl
nporpamMm, rpadukn u gnarpamMmmel, U 1.4.

TpebosaHusi K oghopMIeHUO omyema

1. OTyeT ohopmnseTca B ne4aTHOM BuAe, Ha nuctax popmata A4.

2. OCHOBHOM TEKCT OT4yeTa BbINOSMHAETCHA WpudpTomM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcsa Ha ab3aupbl, Kaxabl U3 KOTOPbIX BKIKOYaeT OTCTyMn wu
BblpaBHMBaHME MO LUMPUHE.

3. TekcT B NpUNoOXeHNAX MOXeT OblTb BbINONTHEH 6onee Menkum WprugTOM.

4. Ot4yeT pas3buBaeTcd Ha rnaBbl, NyHKTbl M MNOAMYHKTbI, BKMOYaloWmMe AOECATUYHYHO
HyMepauuto.

5. PucyHku 1 Tabnuubl B oTYeTE AOSMKHbI UMETb OTAESIbHYO HYMEpaLUIo U Ha3BaHus.

6. Becb oTtyeTr pmomkeH ObiTb OdOpMIIEH B €AMHOM CTuNe: Be3ge B OTyeTe Aans
3arofiloBKOB  OAHOr0 YPOBHHA, OCHOBHOIO TeKkcTa M NOAMMCEN [JOSKEH WCMonb30BaTbCS
OAMHAKOBbIN LLIPUAT.

7.CTpaHuubl OTYeTa HYMEpPYHTCH, HaumHas C TUTynbHOro nucra. Homepa cTtpanuy
NPOCTaBNATCA B NPaBOM BEPXHEM YrIy A5l BCEro oT4eTa KpoMe TUTYIbHOro fiucTa.




8. CoagepxaHne oTyeTa OOMKHO BKMKOYATb NepeyeHb BCEX NaB, MyHKTOB W MOAMYHKTOB,
C yKazaHMeM HoMepa CTpaHuLbl AN KaXK40oro anemeHTa cogepXaHus.

9. Ccbifikn Ha nuTepatypy W Apyrne MCMNoNb30BaHHblE MCTOYHUKM OGOPMAAOTCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCS B CIMCKE UCMONb30BaHHbIX NCTOYHUKOB.
10. O6bem oT4eTa No NpaKTUKe AOIMKEH ObITb HEe MeHee 20 cTpaHuu.

18. MaTepnanbHoO-TeXHUYeCKoe obecneyeHmne NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, anasHbil y4ebHbIl Kopnyc, ay0.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHas
namate 86, SSD 250I6. MynbTumeamanpoektop Epson. Ayamo konoHkm EV (2 wrt.).
MwukpodoH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

394018, 2. BopoHex, CpedHe-Mockosckas yn., 0. 6 a, nomew. V, OO0 "TexHomapkem"

B cootBetctBUM C porosopom Ne1124 ot 18.06.2019 o npakTtnyeckon MNOAroToBKe
obyyvaroLmnxcs.

394018, 2. BopoHex, nnowads JleHuHa, 1, lNpasumenscmeo BopoHexckou obnacmu
B cootBetctBMM C pgoroBopoM Ne1162 or 19.06.2019 o npakTtnyeckonm nNOAroToOBKe
obyvatoLmxcs.

394006, 2. BopoHex nn. JleHuHa, 0.11, YnpaseneHue 3anucu aKkmos 2pa>x0aHCKo20 COCMOSsIHUS

BopoHexckol obnacmu (ynpasneHue SAIC BopoHexxckol obnacmu)

B cootBetctBUM C pgoroBopom Ne1412 ot 05.07.2019 o npakTuyeckon noaroToBke
obyyatoLmxcs.

394006, eo. BopoHex yn. Bopowunoea, 14, [HenapmameHm __couuasnbHOU 3auumsl

Boporexckou obnacmu (AC3 BO)

B cootBetctBUM C pgoroBopoMm Ne1413 ot 05.07.2019 O npakTtnyeckon MNOAroTOBKe
obyvaromxcs.

394006 e. BopoHex, yn. KpacHoapmetickas 0. 520, [enapmameHm 30pasooxpaHeHUus

BopoHexxckol obnacmu
B cootBetctBUM c pgorosopom Ne1414 ot 05.07.2019 0 npakTnyeckon nNOAroToBKe
oby4aromxcs.

394036, 2. BopoHex, ynuua K.Mapkca, 70, JenapmameHm ¢puHaHco8 BopoHexxckou obnacmu
B cootBetctBuM C pgoroBopom Ne1431 ot 19.07.2019 o0 npakTtMyeckon MNOAroToOBKe
obyuaroLmxcs.

394036, 2. BopoHex, OO0 "®unocopuss. AT"

B cootBetctBuM c pgorosopom Ne427 ot 20.05.2019 o npaktndeckon nOLroToBKe
oby4atomxcs.

394036, 2. BopoHex, OO0 "P.T PeweHue"

B cootBetctBuM ¢ poroBopom Ne 684 ot 07.05.2019 o0 npakTudeckon nNOAroTOBKe
obyuatoLmxcs.

394006, BopoHex, yn. KpacHoapmetckas, 0.52[], BL| «[aneoH», 3 amax, oguc 209, OO0

"OuTu KoHcanmuHe"

B cootBetctBUM c poroBopoM Ne685 ot 07.05.2019 0 npakTU4ecKon MnoaroToBKe
obyvaroLmxcs.

2. BopoHex, yn. YHusepcumemckasi niouwiadb, 0.1, y4ebHbit koprnyc 16, ayd.407
Komnbtotep B coctaBe (16 wrt.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; moHuTop DELL S2419HN. Komnbiotep B coctaBe (1 wrT.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHas namatbe 96 6, SSD 176, HDD 4T6,
Bnageokapta NVIDIA GeForce RTX 2080 Ti (2 wrt.); moHntop DELL S2419HN. UcTtouHmk
©ecnepebonHoro nutanms APC Back-UPS BV1000I-GR, line-interactive, mowHocTb: 1000BA,
600BT (16 wrt.). NcTtouHnk BecnepeboriHoro nutanms Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
NHTepaktneHas gocka SMART SBM685 (87 gwownmos, MO SMART SLS) ¢ naccumBHbIM
notkom. MNMpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD 1080p (1920
x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).




2. BopoHrex, yn. YHusepcumemckas rsiowaos, 0.1, anagHbil y4ebHbit kopryc, ayd.214
KomnbloTep B coctaBe (16 wrt.): cuctemHolin 6nok: npoueccop Intel(R) Core(TM) i5,
onepatnBHaa namatb 86, HDD 500I6; monutop: LG FLATRON. MynbTumeamnanpoekTop
BenQ. 3kpaH HacTeHHbIN onga npoektopa. Ayano konoHku Creative A60. KommyTtaTtop.

r. BopoHex, yn. YHuBepcutetckas nnowagb, 4.1, rnaBHbii y4ebHbin kopnyc, aya.216
KomnbloTep B coctase (14 wr.): npoueccop Intel Core i3, onepatmBHasa namate 86, HDD
500I6, sugeokapta NVIDIA GeForce; monHutop: Acer. KomnbioTep B coctaBe (1 wrT.):
npoueccop Intel(R) Core(TM) i5, onepatneHaa namate 86, HDD 500I6; moHuTop: Acer.
OKpaH HacTeHHbn ana  npoektopa. MynbTumeamnanpoektop BenQ.  UcTouvHuMK
B6ecnepebonHoro nutaHmna Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. BopoHrex, yn. YHusepcumemckas rsiowads, 0.1, 2rnasHbll y4ebHbit kopryc, ayo.124
KomnbloTep B coctase (17 wr.): cuctemHbln 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatueHas namatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce
GTX 1050; moHuTtop: Dell S2419H. UnTepaktnBHaa gocka SMART SBM685 (87 atonmoB).
MynbTumeguanpoektop Vivitek ynbTpakopoTkodoKycHbIn. WcTouHMK ©BecnepebonHoro
nutaHusa Legrand Keor SPX 1000 BA IEC C13 (16 wT.). icTouHnK BecnepebonHoro nutaHus
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wT.).

2. BopoHex, yn. YHugepcumemckas rnnouias, 0.1, y4ebHbit kopryc 16, ayd.406
YuyebHbiti cmeHO "[IpoepammHbie cpedcmea kpunmozpaguu”, SCRYPTO B cocTaBe: Kapkac
MOHOG0Ka (1 LWT.); NHTErPUPOBAHHLIN BbIYNCANTENBHLIN y3en 3 LWT.) B COCTaBe: NpoLeccop
Intel: gBa sgpa c TaktoBon 4actotom 2700 Mlu, O3Y: o6béEM 4 6 TMn DDR-3,
TBEPAOTENbHbIN Hakonutenb SSD obvemom 60 6, 6ok nuTtaHmsa mowHocTbio 300 BT, 2
ceTeBbIX WHTepdenca GigabitEthernet; nepeknioyatens KBM-tuna D-Link (1 wrt.);
Heynpasnsembin kommyTatop D-Link (1 wrt.); Mogynb NUTaHWUSA, KOHTPOMS M MHTErpaumm
cteHaoa B obuwyto nabopatopuo (1 wrt.); MoHuTop Philips(1 wWT.); KOMNMAEKT KOHCOMNM
paboyero mecta obyvyaemoro (1 wr.) B coctase: knasnatypa Oklick, mbiwb Oklick; komnnekT
yuyebHo-meTOoamMYecknx nocobunm (1 k-T.); CTATUCTUYECKOE nporpamMmmHoe obecneveHne
ynpasrneHns mogynem nutaHma (1 wrt.); dnaw-guck BocctaHoBneHna OC Ha
nHTerpupoBaHHbix K (3 wTt.) ¢ onepaumoHHon cuctemon ArchlLinux; dnaw-anck
MYNbTUMEANNHOro MeToauyeckoro nocobusa (1 wWrT.); rpynna KOMMYTaUWOHHbLIX MOPTOB (2
LT.).

Tunoeot komrekm y4ebHoz2o obopydosaHusi "Cemesas b6e3onacHocmb”, SECURITY B
coCTaBe: YynpaBnsieMbii KOMMyTaTop TpeTbero ypoBHS D-Link (1 wT.); ynpaBnsembin
KoMMyTaTtop BTOporo ypoBHA D-Link (1 wWwT.); annapaTHO-NPOrpaMMHbIA  SMYNATOP
yCTpouCcTBa nokanbHonm cetn (1 wWwrt.); HeynpaBnsiembln kommytaTtop D-Link (2 wrt.);
MapwpyTtusatop OecnpoBogHonm D-Link (2 wrT.); 6paHamayap D-Link (2 wT.); moaynb
NUTaHUSA, KOHTPONSA U MHTEerpaumm cteHga B obuyto nadopatopuio (1 WT.); KOMMyTaUMOHHasNA
naHens (1 wWT.); BblMMCNUTENbHBLIM y3en (4 wWT.) B coctaee: npoueccop Intel: aBa agpa c
TakToBon yactoton 2700 Mly, O3Y: o6bém 4 6 Tvn DDR-3, TBepaoTENbHbLIA HAaKONUTENb
SSD obvemom 60 6, 6nok nutaHma mowHocTtbto 300 BT, 2 ceTteBbix WHTepdenca
GigabitEthernet, 1 6ecnpoBoagHon ceTeBon MHTEPKENC; MOHOBMOK (1 WT.); cTaTUCTMYECKoe
nporpammHoe obecrnevyeHne ynpaBneHust MOAyNeM MUTaHUs, KOHTpons v uHTerpaumm (1
WIT.); MporpamMmHas cuctema BocctaHosreHusa U-Profi (R) (4 dnaw-gncka obvemom 8 M6) (1
WwT.); yanuuutens USB (4 wr.); kabenb VGA (2 wrt.); naty-kopg (10 wr.); metogmyeckoe
nocobue (2 k-ta.).

YyebHo-rpakmuyeckul cmeHd «CucmeMbl KOHMpPOoss U ynpasneHus docmyrnom», ®3U-
CKY[ B coctaBe: mogenb cTeHbl (1 WwTt.); HOyTOyk Lenovo (1 wT.): akpaH ¢ gnaroHanbio 15.6"
(paspeweHne 1366x768), O3Y obbemom 2048 M6, Hakonutenb obbemom 120 16,
npoueccop Intel aBa agpa ¢ TaktoBon 4Yactoton 1,4 ['Tu, BeG-kamepa; CKaHep NMUHENHbIX U
ABYMEpPHbIX WTpUX-koaoB (1 wrt.); cBetoauoa (1 WrT.); anekrpomexaHndeckum 3amok (1 wrT.);
ceteBon koHTponnep CKY[O (2 wr.); MynbTUMEOUAHbIA TepMUHaN MHOrogakToOpHON
noeHTuguKkaumm, B TOM Ymcne pacrnosHasaHve nuy (1 WT.); HacToNbHOE YCTPONUCTBO YTEHUSA
1 3anucu cmapT-KapT (1 WT.); KOHTaKTHaa cMapT-kapTa ¢ 06bEMoM namaTn 256 6anTt (5 wr.);




USB knto4v tnn e-token (1 wr.); komnnekt MO un koHBepTop (1 WT.); nporpammMarop KapT
Mifare HactonbHbiM (1 WT.); cuynTbiBaTeNb OECKOHTaKTHbIX KapT Em-Marine (1 wrT.);
cunTbiBaTenb 6eckoHTakTHbIX kapT Mifare (1 wrT.); cmapTt-kapta Tun Mifare (5 wrT.); cmapT-
kapTta Tun Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop Kntoden
Touch-Memory (1 wTt.); Mmoaynb cornacoBaHna uHTepdencos (1 WT.); 3NEeKTPOMarHUTHbIN
3amok (1 wWwT.); cuuTbiBaTenb knwyen TouchMemory (1 wWT.); ceTeBOM KOHTpoOnnep
TouchMemory (1 wrT.); 6nok nuTaHuns (1 WT.); NnporpaMmma pacno3HaBaHMs aBTOMOOWIBbHbIX
HomepoB (1 wrT.); makeT Homepa TC PO (5 wr.); ceteBoe pene (1 wrT.); IP-kamepa (1 wrt.);
KommyTatop Heynpasnsembin D-Link (1 wWwT.); Moaynb NUTaHUsA, KOHTPOMS M UHTerpauuu
Komnnekta B o6yt nabopatoputo (1 WT.); cTaTUCTMYECKOE NporpaMmMHoe obecneveHve
yrnpaBneHns Moaynem nuTaHus, KOHTPONsS M uHTerpaumm (1 wWr.); NporpaMMHbIA AMynaTop
dunamyeckmx obvekToB goctyna (1 wr.); metogmyeckoe nocobue (2 wr.).

19. OueHo4Hble cpeacTBa ANA NPoBeAeHUA TeKyLLen 1 NPOMEXYTOYHOM aTTecTauum
oby4aroLwmxcsi No nNpakTmke

HanmeHoBaHue Uupukatop(bl)
Ne paspena gUCUMNIUHbI Komnetan AOCTUXEeHUA OueHou4Hble cpeacTBa

n/n (moayns) ums(n) KOMNeTeHUuun

OpzaHu3ayuoHHo- OrK-5.3
nodzomosumeribHbil OMK-5 OrK-5.4

1 | aman OMK-5.9
' OMK-5.17

Or1K-6 Or1K-6.6
OriK-2.3 OrlK-2.3.4

OTt4eT No NpaKkTUKe.

[MpoekmHo- OrK-5 OMK-5.19
3KcryamauuUoHHbIl OrK-6 OrK-6.10
sman OrK-9.3
OnK-9 OrK-9.4
OrK-9.9
OMK-10.4
OMK-10.5
OMK-10.6
OMK-10.9
OrK-10.10
OrK-10 OnK-10.17
OrK-10.20
OrK-10.25
OrK-10.26
OnK-10.27
OrK-10.28
OMK-11.4
OMK-11.5
OnMK-11.9
OrK-11.10 OTyeT no npakTuke. 3awuTta oT4yeTa no
OrlK-12.5 npakTuKe.
OnK-12.7
OnK-13.1
OnK-13.2
OrK-13.5
OrK-13.6
OnK-13 OnK-13.17
OrK-13.18
OrK-13.19
OnK-13.21
OrK-13.23
OnK-14.4
OrK-14.5
OrK-14.6
OnK-14 OnK-14.11
OnK-14.12
OnK-14.13
OnK-14.14
OrK-15.6
OnK-15.7

OrnK-11

OrnK-12

OrliK-15




HanmeHoBaHue Uupukatop(bl)
0
I_'I‘;H pasgena AUCUUNITUHBI Kzna;t(e;;m DOCTUXeHUs OueHoYHbIe cpeacTBa
(mogyns) KOMNneTeHuuun

OrK-16.6
OrK-16.7
OrK-16.8
OrK-16 OrK-16.9
OrK-16.10
OMK-16.12
OrK-16.16
OrnK-2.1 OrK-2.1.5
OmnK-2.2.1
onk-2.2 OrK-2.2.5
OgpopmrneHue omyéma OrMK-5.12

OrK-5
110 umoaam rnpaKmuKu OrK-5.13

3. OrK-2.2 OrK-2.2.6 OTy4eT no npakTuke.
OrK-2.3.2
onk-2.3 OrK-2.3.3
lMpomexyToyHasa aTTecTaums
. WHaomBmnayaneHoe 3ajaHue
hopma KOHTPOIIS — 3a4eT C OLIeHKOW

20. TunoBble OLEHOYHble cpeAcTBa M MeToguueckMe MaTepuanbl, onpegensirowme
npoueaypbl OLleHUBaHUA

20.1 TeKywWwyMn KOHTPOSIb YyCNeBaeMoCcTH
KoHTponb ycnesaemMocTv No ANCUUNIIUHE OCYLLECTBIIAETCS C NOMOLLbIO CrieayHoLLMX OLEeHOYHbIX
CpencTs:
[Npoekm

MNepeyeHb NpoekToB

1. W3yyeHune OpraHn3auMoHHOro CTpPOeHUs 6a30BbIx npeanpuaTum, Ha3Ha4yeHus
OTAENbHbIX NogpasaeneHnii n cnyxo, a Takke X B3aMMoaenCcTBuS.

2. W3yyeHve wncnonb3yeMblx B CTPYKType npeanpusitus MeToaoB 00paboTkM  UCXOOHbIX
mMaTepuanoB M COOTBETCTBYKOLUMX CPEACTB, a Takke 00opyaooBaHWsi, NpegHasHayeHHoro Ans 3TuX
Luenemn.

3. [puobpeTeHne npakTUYecKnx HaBblKOB MO pa3paboTke u/unu noarotoBKe KOHCTPYKTOPCKO-
TEXHOMOrM4YeCcKkon OOKyMeHTauuuM AN nNpou3BOACTBA annapaTtypbl 3awutbl MHOpMaUuM € y4eToMm
TPaguLUMOHHBIX Ans 6a30BOro npeanpuatTvs MUCXOAHbIX MaTepuanos, obopyaoBaHuMs M METOAOB
0bpaboTku.

4. WN3yyeHne npuHUMNOB paboTbl M NpUOBpPEeTEeHWE HaBbIKOB MPAKTUYECKOro WCMONb30BaHUSA
o6opyaoBaHus Aans aBTOMaTU3MPOBAHHON NOArOTOBKM KOHCTPYKTOPCKO-TEXHONOrMYEeCKOn
AOKYMEHTaLmMm Npu NOAroToBKE NPOM3BOACTBA K CEPUNHOMY BbIMYCKY U3LAENUN.

5. OsHakomneHve € meTogamMu U COOTBETCTBYHOLWMM o6opyooBaHMEM Ans Npou3BoAcTBa U
KOHTpoOns  rogHocTu  annapaTypbl.  [MpuobpeTeHne  npakTU4ecKMx  HaBblkOB  paboTbl €
obopyaoBaHveM  Ans KOHTPONS M foKanu3aumyM — TeXHONnormyeckux  gedekroB  nocne
aBTOMATM3NMPOBaAHHON COOPKM MOAyNen cpeacTB 3almTbl MHGOPMaLUK.

6. W3yyeHne MeTO4OB TEXHWKO-3KOHOMWYECKOrO OBOCHOBAHWS U TEXHOMOrMYEeCKOW NOArOTOBKU
Npou3BOACTBA NP BbINyCKEe HOBbIX U3AENUN.

7. W3yyeHue CTPyKTypbl, coCTaBa NporpammHo-annapaTHbiX CPeACTB 3awuTbl MHOpMauuu u
NHEOPMALIMOHHBIX CUCTEM.

8. MW3yyeHve wu npakTMyeckoe MpUMEHEHME HOBbIX WH(OPMALMOHHBIX TEXHONOrMn Ang
peweHns pas3HoobpasHbiX MPUKNagHbIX 3adady W pa3paboTkM chneunann3vpoBaHHbIX KOMMIIEKCOB
3aWmTbl HpopMaumK.

9. T[laTeHTHO-UHMOPMaLMOHHOE uccnedoBaHNe NO BblIOOpPY BapuvaHTOB BO3MOXHbIX peLleHui
No TeMe M WX OLEHKe, COMOCTaBfeHNe C TEeXHWYECKMM YPOBHEM COBPEMEHHbLIX OTEYECTBEHHbIX U
3apybexHbIX aHanoros.

10. PaspaboTka n ocopmneHne pabounx yepTexen n Apyron TEXHUYECKOWN M IKCMyaTaLMOHHON
AOKYMEHTaL MM Ha CNPOEeKTUPOBaHHOE U3fenve unm nporpaMMHble cpeacTsa.

11. Paspabotka U npuMeHeHWe MalLUMHHbIX METOAOB MNPOEKTUPOBaHUS W34enun, paspaboTku
YyepTexemn U TEXHOMNOrMYeCKNX NpoLLecCcoB.



12. AHanu3 TexXHONOrM4Yyeckoro npouecca Kak oGbekTa ynpaBrieHusl, ModenyM oGbekTa U 3aKoHbI
ynpaBreHusi.
13. TexHun4yeckoe NPOeKTUpoBaHUE CPEACTB 3alUUTbl HDOPMaLMK.
14. PaspaboTka oTaenbHbIX NOACUMCTEM 3aLUMUTbl MHAOPMaLM.
15. PaspaboTtka paboyen JOKyMeHTauLnN.
16. Onpenenenne 9dEHEKTMBHOCTN pa3paboTaHHbIX METOOAOB W KayecTBa COCTaBMNEHHbIX
nporpamm.
TpeboBaHUS K BbINONHEHWIO 3a4aHWUI
MpoBecTn aHanM3 MOCTaBNEHHOW 3adauM C TOYKM 3peHusi obecneyeHnss HaxoXaeHust
9(PPEKTUBHOIO PELLEHMS ONMUPAsiCb Ha CYLLECTBYHOLLYIO MHPACTPYKTYpy OpraHu3aumm (paccMOTpeTb
TEopeTUYecKne acnekTbl, Ha OCHOBaHUW aHanu3a NoCTPOUTb MOAENb PeLUeHns 1 T.4.).

20.2 NMpomexyToyHaa aTrectaums

MpomexyToyHas aTTectaums No AUCUUMIMHE OCYLLECTBMNSETCS C MOMOLLbIO Creayowmx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

[lepeyeHb uHOUBUDyasibHbIX 3adaHul
PaspaboTtaTtb nporpammMHoOe NpunoXxeHue, peanuaytoLlee:

1. LU-pasnoxeHue maTtpuupbl.

2. MerTopg Naycca pelueHns CUCTEM JIMHENHBbIX YPaBHEHWNA.

3. MeTtoa nporoHku.

4. TlocTpoeHne  WHTEPrONSUMOHHOIO  MHOroYfieHa  MeToAoOM  Heonpeaesi€HHbIX
KO9(ppULmMeHTOB.
MHTepnonsumMoHHbIN MHOroYneH JlarpaHxa.
MHTepnonaumMoOHHbIM MHOro4YneH HeloToHa.
MeToa HaMMeHbLUMX KBA4paTOB.
MpubnuxeHne yHKUNN KyBU4eCcKuMn cnranHamum.
MeTopg npocTbix ntepauun. Metoa HetotoHa. MeTop cekyLimx.

10 ABHbIN MeToq Onnepa. HeaBHbIN MeToa dunepa.

11. MeToabl PyHre — KyTTa.

12. MeTtogbl  NPUBAMXKEHHOIO  peLleHuUst  KpaeBbiX 3agady  Aanss  OObIKHOBEHHbIX
AnddepeHumarnbHbIX YpaBHEHUI BTOPOro NopsaakKa.

13. MNpocTenwmne gBHass U HesiBHasi pPa3HOCTHble CXeMbl B cnyyae 3agayv Kowwn ans
ypaBHEHNA TENNONPOBOAHOCTH.

14. Pa3HOCTHasi cxema «KpeCT» B Clnyyae HauvalnbHO-KpaeBOW 3ajayu Ans BOJSIHOBOro
ypaBHEHUA.

15. Pa3HocTHada cxema «KpecCT» B criydae 3agadv Oupuxne ansg ypasHeHus [yaccoHa.

16. OuckpeTHoe npeobpasoBaHne Pypbe. boicTpoe npeobpasoBaHne Pypbe.

17. Hantn makcumanbHoOe Nno Moaysnto COBCTBEHHOE 3HAYeHWe CTeneHHbIM MEeToAOM Anst
3ajaHHOW MaTpuubl.

18. C nomouwbto LU-pasnoxeHnsi HamnTu CoBCTBEHHbIE 3HAYeHUs U COBCTBEHHbIE BEKTOpA
Ans 3ajaHHOn MaTpuubl.

19. MeTtogomMm Xarneukoro pewnTb CUCTEMY JIMHEWHbIX anrebpanyeckmx ypaBHEHUA C
NEHTOYHOM MaTpULLEN.

20. Bbl4MCnUTb UHTEPNONSLUMOHHOE 3HAYEHNE (PYHKLMU U OLLEHUTb TOYHOCTb MOMYyYEHHOrO
3Ha4yeHus C UCMonb30BaHMEM MOSIMHOMOB JlarpaHxa BTOPOWN U TpeTben CTENEHN.

21. NHTeprnonupoBaTb (PYHKUMM C MOMOLLbLIO MHOroudneHa JlarpaHxa cteneHn m Ha
HepaBHOMEPHOW CeTKe Y3I0B.

22. MNocTpouTb ceTouHoe NpubnmxeHue u’(t) 2-ro nopsaka TOYHOCTU C LLAGNIOHOM
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23. Pewntb HenvHenHoe auddepeHUManbHoOe ypaBHEHUMe MeToAoM Xopa (mMeTogoMm
NMHENHOW MHTEPNONALUK)

24. Pewntb  cucTeMy  HenuHenHbIX  gudpdepeHunancHbiX  ypaBHEHUA  METOAOM
NMOSMIOBMHHOIO AeneHus.

25. Pewntb sABHbIM MeTogoM Ownnepa 3agady Kowwm pns cuctembl OBObIKHOBEHHbIX
anddepeHumanbHbIX YypaBHEHUI C 3a4aHHOM TOYHOCTbIO, NCMONb3ya ANs Bblibopa wwara ceTku
npasuno PyHre.

26. CpaBHuTb MeToq PyHre-KyTThl 1 MeTOog Agamca 3agaHHOro nopsigka TOYHOCTM.

[MpoBecTM aHanu3 noCTaBMEHHOW 3ajayuM C TOYKM 3peHus obecnevyeHus MakCcMMarbHO
apeKkTMBHON  3almTbl  UHGOPMaUUM B MHGPACTPYKTYpe opraHusaumm (paccMoTpeTb
TeopeTudeckne acnekTbl, Ha OCHOBaHWM aHanu3a NocTPouTb Moerb 6e3onacHoCTH).

1. Yrpo3sa oTkasa cnyxb (yrpo3a otkasa B goctyne). OcobeHHOCTM 1 NpuMepbl peanuaaumm
yrposbl.

2. Yrposa packpblTuss napamMeTpoB cuctembl. OCOBEHHOCTM W npuMepbl peanusauuu
yrposbl.

3. OcHOBHble TuUNbl NONUTMKM ©Ge3onacHOCTM Joctyna K AaHHbIM. [UCKpeuMOHHble U
MaHAaTHble NONINTUKN.

4. TpeboBaHMa K cuctemaMm  Kpuntorpaduyeckon  3awuTbl:  KpunTorpadpuyeckme
TpeboBaHusa, TpeboBaHma HagexHocTn, TpeboBaHua no 3awmute oT HCH, TpeboBaHma kK
cpeacTeam paspaboTku.

5. ADMWUHUCTPATUBHBIN YPOBEHb 3aWmnTbl WMHpOpMaumn. 3agaynm pasnuyHbIX YPOBHEN
ynpaBneHus B peleHnn 3agadm obecneyeHms nHpopmaLmMoHHON 6e30nacHOCTM.

6. MpouenypHbIn ypoBeHb obecneyeHus H6esonacHocTu. ABTOpM3aums Nnonb3oBaTenen B
MHOPMaLNOHHOM CUCTEME.

7. \geHTudukaumna n  ayteHTUdukaums npu Bxode B  WHAOPMALUMOHHYHD CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CxeM. HegocTaTkm NaporibHbIX CXEM.

8. geHTndmkaums wun ayTeHTUdUKaums nonb3oBatenen. [lpymeHeHne nporpaMmmHo-
annapaTtHbIX CPeacTB ayTeHTUMukaumm (CMapT-KapTbl, TOKEHbI).

9. buomeTpudeckue cpeactaa naeHTUUKaLMM 1 ayTeHTUdmrKaumm nonb3oBaTenemn.

10. AyTeHTupurkaums cybbeKkToB B pacnpedeneHHblx cuctemax, npobnemMsl 1 peLleHmns.

11. AyauT B MHGOPMaLMOHHBIX cuctemax. PyHKUMM M HasHavyeHue ayauTa, ero posib B
obecnevyeHnn NHPopMaunoHHon 6e3onacHoCTu.

12. Bupycbl 1 metoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrPamMMbl U NAKeTbI.

13. lNporpammMHoO-annapaTHble  3awWuTbl  MH(OPMALMOHHbLIX pecypcoB B MHTepHeT.
MexxceTeBble 3KpaHbl, X PYHKLUN U HA3HaYeHUS.

14. Kputepun oueHkm ©6e30MacHOCTU KOMMbIOTEPHbIX cuctem. CTpykTypa TpeboBaHun
6e3onacHocTu. Knacchbl 3aWmiLeHHOCTH.

15. EguHble kpuTepumn 6e30nacHOCTM MHAOPMAaLMOHHBLIX TexHonorun. NoHaTne npoduns
3awmTbl. CTpyKTypa Npodouns 3almThbl.

16. EguHble kpuTepun 6e30MacHOCTU MHEOPMALMOHHBIX TEXHONOrMn. [poekT 3awuTbl.
TpeboBaHus 6e3onacHoOCTH ((byHKUMOHaNbHbIE TpeboBaHMs N TpeboBaHUS ageKBaTHOCTH).

17. MNoHATne anekTpoHHOW uudposor noanucu. lNpouenypbl POPMUPOBAHNA LUGDPOBON
nognucu.

18. MeToabl HecMMmMeTpu4HOro  WndgpoBaHusa. Kcnonb3oBaHne HECUMMETPUYHOro
wnpoBaHuna onst obecneyeHuns LenoCcTHOCTN LaHHbIX.

19. CpeactBa obecneyeHns uHgopmaunoHHon 6HesonacHoct B OC  Windows.
PaarpaHnyeHue goctyna K AaHHbIM. [[pynnoBasi nonuTuka.

20. MNMpumeHeHne dannoson cuctembl NTFS ana obecneyeHuss MHPOPMaLMOHHOM
6esonacHoctu B Windows.

21. Cnvckn KoHTponsa goctyna K gaHHbiM (ACL) ux ponb B pasrpaHuyeHumn poctyna K
AaHHbIM.



lMpomexyTovHas aTTecTaums no NpakTuke BKMOYaeT NOArOTOBKY M 3aLmUTy OT4eTa.

OTyeT cogepxuT cnefyowmne coctasnsawowme: obpaboTaHHbIN U CUMCTEMATU3NPOBAHHBLIN
MaTepuan no TemMaTuke MNPaKTUKK, SKCNEPUMMEHTarNbHY0 YacTb, BKOYAKOLWY OCHOBHbIE
MeToAbl NPOBEeAEHNA UCCNeAoBaHNA U cTaTUCTUYeCcKon obpaboTkn, obcyxaeHne nosnyYeHHbIX
pes3ynbTaToB; 3aKmnto4eHne, BbiBOAbI U CMIMCOK NUTEPaTYpPHbIX MCTOYHUKOB. OTYeT 06a3aTenbHO
noanucbiBaeTcs (3aBepsieTcsl) pyKoBoaUTENEM NPaKTUKN. Pe3ynbTaTbl NPOXOXAEHUS NPaKTUKK
AOoKnaapiBaloTcs obyyarolmnmMes B BUAE YCTHOro COOOLEeHNA ¢ AeMOHCTpauven npeseHTtaumm
Ha 3acefaHumn kadeapbl (3aKOYMTENBHON KOHEepeHUUn).

Mo pesynbTatam p[Joknaga C Y4YEeTOM XapakKTEPUCTUMKM PYKOBOOUTENS W KadecTBa
npeaCcTaBNEHHbIX OTYETHbIX MaTepumanoB obyyarLeMyCsa BbICTaBMASETCS COOTBETCTBYHOLLAS
oueHka (ouddepeHUMPOBaHHbIN 3a4eT N0 MTOraM MNPaKTUKU BbICTaBnsieTcs oby4varowmmcs
pyKkoBOAMUTENEM MPAKTUKM Ha OCHOBAHWW [OKMada M OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
obyyvatowmmcs).

OueHKa no npakTuke BbICTaBNAETCS PyKOBOAUTENEM MPaAKTUKM OT Kadpedpbl HA OCHOBE
coaepXaHma oTyeTa CTyaeHTa, OT3blBa PYKOBOAMTENS OT NpeanpusaTvsi, BbICTYNNEHUA C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NpaKTUKN.

OTyeT NO npakTuke [OOMmKeH ObiTb M3MNOXEeH TEXHUYECKM T[PaMOTHbIM HA3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbIX TEPMMHOB U abbpesuatyp 6e3 opdorpadpuyecknx wu
rpaMmmaTmyeckmx owwunbok. lMpu 3awmTte oT4yeTa MO MNpakTMKe OLEeHMBAEeTCA COOTBETCTBUE
MHdoOpMauuK, NpeacTaBreHHON B OTYeTe, AaHHbIM U3 MH(OPMALMOHHbBIX PecypcoB Ob6LLero
aoctyna cetu IHTepHeT, maTepuanos Nekumn, y4ebHON 1 TEXHUYECKON nuTepaTypbl.

KoHeuYHbIMM pe3ynbTataMmy OCBOEHWUSA MPOrpamMmbl MPaKTUKU ABNAKOTCSA CPOPMUMPOBAHHLIE
KOTHUTUBHbIE [OECKPUMNTOPblI «3HaTb», «YMEeTb», «BrageTb», pPacnucaHHble MO OTAENbHbIM
komneteHumam. OHuM npeacTtaBneHbl B Tabnuue. dopmumpoBaHMe 3TUX OECKPUNTOPOB
npoucxoout B TeYeHWe BCEro nepuvoaa nNPOXOXAEHUs MNPakTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HA MEeCTe MNPOXOXAEHUS MNPAKTUKM NPU BbINONTHEHMM Pa3NUYHbIX
BNOoB paboT Nog pykoBOACTBOM PYKOBOAUTENS MPAKTMKM OT kadoeapbl.

[ns oueHkn geckpmuntopoB koMneTeHuun ncnonb3yetcs 100 6annbHaga Wkana oueHoK.

[na onpepeneHnss akTUYECKMX OLEHOK KaXKAoro nokasaTens BbICTaBMsTCA criegyolme
Bannbl.

Ona peckpunTopoB Kateropum «3HaTby:

- pes3ynbTaTr, CoAepXalui MOMHbIA NpPaBUMbHbIA OTBET, MOSIHOCTbI0 COOTBETCTBYET
TpeboBaHnAM KpuTepusi (OTBET MOSHbIA U MNPABUSTbHBIN HA OCHOBAHUW M3YYEHHbIX TEOPWUM;
MaTepuan M3noXeH B OMnpedeneHHOW NOrM4yeckor nocrnenoBaTenbHOCTM, HAYYHbIM S3bIKOM;
oTBeT camocTosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HENOsHbIA MpaBUIibHbIA OTBET WNWM OTBET, COAEpKaLLmi
He3HauMTernbHble HETOYHOCTM (OTBET AO0CTaTOYHO MOSHbIA W NPaBWUMbHLIN Ha OCHOBAHWUU
M3YYEHHbIX  MaTepuanos; maTtepuan N3IOXeEH B OMpedeneHHoOW  formyeckom
nocrnenoBaTenbHOCTU, NPU 3TOM AONyLWeHbl ABE-TPU HECYLLECTBEHHbIE ownbku), 75-84% ot
MakcuMmanbHoro konmdectsa 6annos; COOTBETCTBYET OLEHKE - «XOPOLLOY;

- pesynbTaT, COAepXalluMi HENOSNHbIA MNpPaBUIbHbIA OTBET WNW OTBET, COoAepKaluum
3HaYUTENbHbIE HETOYHOCTM (NPW OTBETEe AoMylleHa CylecTBeHHasd owwubka, unv B OTBETe
cogepxutca 30 - 60% HeobOXoguMbIX CBeLEHUA, OTBET HecBA3HbIM) — 60-74 % oT
MaKkcuMmManbHOro konudectsa 6annos; COOTBETCTBYET OLEHKE - «yAOBNETBOPUTENBbHOY;

- pes3ynbTaT, coaepXKalui HEeMNoSHbIA NMpaBWUMbHbIM OTBET (CTEMEeHb MOMHOTbI OTBETa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYyLLECTBY 3aJaHns) unm oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWLUMA MNOMHOCTbIO TpeboBaHusm kputepuss, — 0 % ot
MakcMmManbHoro konudectea 6annos. COOTBETCTBYET OLEHKE - KHEYAOBMETBOPUTESTBHOY.

Ona peckpntTopoB KaTeropumn «Ymetb» un «Bnagertb»:

- BbIMOMHEHbI BCe TPebOBaHMS K BbLIMNOMIHEHUIO, HAaMMWCaHUIO U 3awWuTe OT4yeTa. YMeEHue
(HaBbIK) cdhopmmnpoBaHo NosHOCTLIO — 85-100% OT MakcMmanbHOro konnyecTea 6annos.

CoOoTBETCTBYET OLUEHKE - «OTNIUYHOY;



- BbIMOSIHEHbI OCHOBHbLIE TPeboBaHWA K BbLIMOMTHEHWUIO, OOPMIIEHUIO M 3alUMTE OT4eTa.
NmetoTca oTaenbHble 3aMmeyaHnsa n HegocTaTku. YMeHue (HaBblk) chopMMpOBaHO 4OCTAaTOYHO
NonHo — 75-84% o1 makcnumanbHOro konnyecta 6annoB. COOTBETCTBYET OLIEHKE - «XOPOLLIO»;

- BbINOJfIHEHbI Ga3oBble TpeboBaHMS K BbIMNOMHEHMIO, OOPMITIEHMIO U 3aluTe oTyeTa.
MmetoTca JOCTaTOYHO CyLLECTBEHHbIE 3aMeyaHusi U HegocTaTku, Tpebyouwme 3HaYnTEeNbHbIX
3aTpaT BpPeMeHM Ha wucnpaeneHne. YMeHune (HaBblk) CHOPMUMPOBAHO Ha MWHUMAanbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumanbHOro konnyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNUCaHUIO N 3awmTe oT4yeTa. MIMETCS MHOrOYUCHEHHbIE CYLLLECTBEHHbIE
3aMeYaHuss U HepgocTaTku, KOTopble He MOryT OblTb WUCnpaBneHbl. YMeHWe (HaBblk) He
chopmuposaHo — 0 %.

Ona aTtrectauumn CTyOeHT NpeabsiBnsieT OHEBHWK MPakTUKW, 3adaHve PyKoBOOMTENs Ha
NpoXoXaeHne npakTukn n odopMnaeT pesynbTaTtbl NPaKTUKM B BMAE OT4eTa U rOTOBUT
BbICTYMN/IEHNE C Npe3eHTaumen nNo pesyrbTaTtamM NpakTUKK.

[nsa oueHnBaHuA pe3ynbTatoB 00y4eHUsA Ha 3a4eTe C OLEHKOW ucnonb3yeTcs 4-6annbHas
Lwana: «OTIIMYHOY», KXOPOLUOY», «y4OBNETBOPUTENBHOY», KHEYAOBNETBOPUTENBHOY.
CooTHoLLEHWe NokasaTenemn, KpUTEPUEB U LIKanbl OLLEHMBaAHUS pe3ynbTaToB 00yYeHUs.

YpoBeHb
KpuTepum oueHuBaHnsA KoMneTeHu M cchopmmpoBaH LLikana oueHokK
HOCTU
KOMMeTeHUun
3HaTb: pesynbTaT, CcoAepXaluid MOMHbI  MpaBWMbHbIN  OTBET, | [1o8biweHHbIU Omnuy4Ho
MOMHOCTBLIO COOTBETCTBYET TPeboBaHMAM KpUTEpust (OTBET MOMHbLIN U YpOo8eHb
npaBurbHbIN Ha OCHOBAHWUM M3YYEHHbIX TEOPUIA; MaTtepuan U3noxeH B
OonpefeneHHon Nornyeckon NocrneaoBaTeribHOCTM, Hay4YHbIM S3bIKOM;

OTBET CaMOCTOATENbHbIN.

«YmeTb» n «BnageTb»: BbINOMHEHbI Bce TPeOOBaHMSA K BbINOMHEHNIO,
HaMUMCcaHWIo 1 3auTe oT4yeTa.

3HaTb: pe3ynbTaT, coAepXalliMi HenonHbl NpaBUNbHbLIN OTBET UMK Gasosbiti Xopouwio
OTBET, coAepXalluin He3HauMTerNbHble HETOYHOCTU (OTBET AOCTaTOYHO ypo8eHb
MOMHbIX W MpPaBUMbHbIA Ha OCHOBaHUU W3YYEHHbLIX MaTepuanos;
MaTtepuan N3NOXeH B onpeerneHHown nornyeckomn
nocriefoBaTenbHOCTH, npwu 3TOM JonyLieHsbl OBe-Tpu
HECYLLLECTBEHHbIE OLUMOKN).

«YmeTb» U «BnapeTb». BbINONMHEHbI OCHOBHblIe TpeboBaHuSA K
BbINOMHEHN0, 0POPMNEHMIO 1 3awmTe oTyeTa. MmeloTca oTaenbHble
3amMevaHnss W HegocTaTkn. YMeHue (HaBblk) CHOPMMPOBaHO
[0CTaTovHO MOJSHO

3HaTb: pe3ynbTaT, codepXalluMi HEenosHbI NpaBuUrbHbIA OTBET UMK lNopoeosnili Ydoenemeopu-
OTBeT, cogepXawWui 3HauMTenbHble HETOYHOCTM (Npu  OTBeTe YpO8eHb meribHO
JonyuieHa cyllecTBeHHas owuvbka, unu B otBete cogepxutcs 30 -
60% HeoOXO4MMbIX CBEAEHUI, OTBET HECBA3HbIN)

«YMeTb» M «Bnagetb»: BbiNonHeHbl 6a3oBble TpeboBaHMA K
BbINONHEHWNO, OhOpMMeHNIo N 3aLlmTe oT4eTa. ViMeroTca OCTaToOuHO
CYLLECTBEHHbIE 3aMeYaHusa 1 HeJoCTaTKW, Tpebyolime 3HauYMTENbHbIX
3aTpaT BpeMeHU Ha ncnpasneHue.

3HaTb: pesynbTaT, COAepXaliMn HEenosfHbIN NPaBUNbHbIA OTBET - Heydosnemsopu-
(cteneHb nonHotbl otBeTa — MeHee 30%), HenpaBuNbHbLIA OTBET meribHO
(oTBET He no CcywecTBY 3adaHus) Unn OTCYTCTBME OTBETA, T.€. OTBET,
He COOTBETCTBYIOLLUIM MOSTHOCTBIO TPEOOBaHUAM KpUTEPUS.

«YmeTb» n «Bnagetb»: TpeboBaHMsA K HAaNMCaHWIO 1 3aluTe oTyeTa.
MImeroTca MHOrOUYMCNEHHbIE CYLLECTBEHHbIE 3aMeYaHnst 1 HeJOCTaTKW,
KOTOpbl€ He MOryT GbITb NCMPAaBEHBI.

20.3 ®oH/ O1lIEHOYHBIX CPEACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHTyeMbIii J1JIs1
NMpoBeIeHUsI TUATHOCTHIECKUX PadoT



OrlK-5. CnocobeH npuMeHsTb HOpPMAaTMBHLIE MPaBOBbIE€ aKTbl, HOPMAaTUBHbIE W MeToAUYECKUNE
OOKYMEHTbI, perfnaMmeHTupyoLwmue eaTenbHOCTb No 3almnte nHgopmauum

OrlK-5.3 ymeeT knaccudpumumpoBaTh 3alluLl@aeMyld MHpopMaLMIo Mo BuaamM TaWHbl U CTEMNEeHsM
KOHbMAEHUMANBHOCTH

OlK-5.4 ymeeT knaccudmumpoBatb U OUEHMBATb Yrpo3bl MHOpMaUMOHHOW ©e3onacHoCcTn Ans
obbekTa uHopmaTmsaumm

Or1K-5.9 ymeeT o60CcHOBbIBaTb peLUEHUs, CBA3aHHbIE C peannsaumnen npaBoBbiX HOPM MO 3alunuTe
WHopMaumMm B npedenax AOSMKHOCTHbIX 06si3aHHOCTEW, npeanpuHMMaTtb Heobxoaumble Mepbl MO
BOCCTaHOBIEHMIO HapYLLEHHbIX Mpas;

OrlK-5.12 ymeeT copmynupoBaTb OCHOBHble TpebGoBaHUSA MHGOPMAaLUMOHHON Ge3onacHOCTM npu
aKcnnyaTaumm KOMMNbOTEPHOW CUCTEMBI;

OlK-5.13 ymeeT opmMynupoBaTb OCHOBHble TpeboBaHMA MO 3awuTe KOoHMAeHUManbHOM
WHopMaLMN, NepcoHanbHbIX OaHHbLIX WU OXpaHe pe3ynbTaTOB WHTENMeKTyanbHOW OeATeNbHOCTM B
opraHusaumu;

OlK-5.17 ymeeT aHanu3npoBaTb U OLEHMBATb Yrpo3bl MHpOpMaLMoOHHOW 6e3onacHOCTM ob6bekTa
Nno TEXHWYECKUM KaHanam

Or1K-5.19 Brnageet meTogamum 1 cpeacTBaMm TEXHUYECKOW 3alUnTbl MHopMaLmm
OrlK-6. CnocobeH npu peweHnn npodeccuoHarnbHbIX 3agad OpraHu3oBbiBaTb 3aWMTy MHGOpPMaLuUn
OrPaHMYEHHOro [OCTyna B KOMMbIOTEPHbLIX CUCTEMAX U CeTAX B COOTBETCTBMM C HOPMaATUBHbLIMU
NpaBoOBbIMM aKTaMM W HOPMATMBHbIMW METOAMYECKMMU AOKymeHTamu PepepanbHon  cryxobl
©esonacHoctn Poccunckon degepauumn, degepanbHOM CiyxObl MO TEXHUYECKOMY W SKCMOPTHOMY
KOHTPOIO

Ol1K-6.6 ymeeT paspabaTtbiBaTb MOAENM YrPO3 U MOLENMN HAPYLLUMTENS KOMMbIOTEPHBLIX CUCTEM;

OlK-6.10 ymeeT NpMMeHATb OTeYeCTBEHHbIE U 3apybexHble cTaHAapTbl B 06nacTn KOMMNbOTEPHOM
Ge3onacHOCTM AONns NPOEKTUPOBaHUA, pas3paboTkM W OUEHMBaHUSA 3aLMLLEHHOCTM KOMMbIOTEPHON
cUcTeMbl
Or1K-9. CnocobeH pelaTtb 3agaqm npodeccmoHanbHoOn AeATENbHOCTU C y4ETOM TEKYLLLErO COCTOSAHUS U
TeHOEHUNA pasBUTMS METOAOB 3aWuTbl MHOPMaUMM B ONEPALMOHHbIX CUCTEMAX, KOMMbHOTEPHbIX
CceTsX U cucTemax ynpasneHus 6aszamu gaHHbIX, a Takke MeToO0B M CPEeACcTB 3awmnTbl nHopmauumn ot
YyTEUKN NO TEXHMYECKUM KaHanam, ceTen n cuctem nepegadun nHgopmaumm

OlK-9.3 ymeeT opraHu3oBaTb 3alnTy MHGOPMaUUU OT YTEYKM MO TEeXHUYECKMM KaHanam Ha
obbekTax MHopmaTmsaumm

Orl1K-9.4 ymeeT nonb3oBaTbCs HOPMATUBHBLIMU AOKYMEHTaMM B 0OOMaCTU TEXHUYECKOW 3alLuTbl
MHdopmaumn

OllK-9.9 ymeer dopmynupoBaTb W HacTpauBaTb NOMUTUKY ©Ge30MacHOCTU  JTOKallbHbIX
KOMMNbIOTEPHBIX CETEN, NOCTPOEHHBLIX HA OCHOBE OCHOBHbIX ONEepPaLMOHHbBIX CUCTEM;

Orl1K-10. CnocobeH aHanuaupoBaTb TEHAEHUUW Pas3BUTUS METOLOB M CPeacTB Kpuntorpadudeckom
3aWnTbl  MHOpPMaLMK, MCNOoNb30BaTh CpeacTBa KpunTorpaduyeckon 3awuTbl WHGOopMaunn npu
pelweHnn 3agad npodeccnoHanbHOM AeaTeNbHOCTH

OrlTK-10.4 ymeeT KOPPEKTHO WCnonb3oBaTh KpunTorpaduyeckne anroputMbl Ha MpakTUKe npu
peLLeHnn 3agad KpuntorpaduyeckumMm MeTogamu;

OlK-10.5 ymeeT npuMmeHsiTb MaTemaTuyeckne MeTodbl Mpu UccneaoBaHUM KpunTorpagouyeckmx
anropuTMOB;

Ol1K-10.6 BnageeT HaBblkaMX UCNOSNb30BaHNS TUMOBLIX KpUNTOrpaguy4ecKkmx anropuTMoB;

OrlK-10.9 ymeeT pasBopaumBaTb WHAPACTPYKTYPY OTKPbITbIX KIKOYEW ANg  peLleHus
KpunTorpaduyeckmx 3agad

OlK-10.10 ymeeT npoBOAWUTb aHanu3 KpunTorpaduyeckux npoTOKONOB, B TOM 4ucne cC
NCNonNb30BaHWEM aBTOMATU3MPOBAHHbLIX CPEACTB

Ol1K-10.17 ymeeT oLeHnBaTb TEOPETUYECKYIO CIOXHOCTb NPUMEHSEMbIX arirOpUTMOB

OlK-10.20 ymeeT pasBopaymBaTb MHMPACTPYKTYPY OTKPLITbIX KIHOYEW ANA peLlleHUs KpunTo-
rpadomyecknx 3agad

OlK-10.25 ymeeT BbMMCNATL TEOPETUKO-MHPOPMALMOHHBIE  XapPaKTEPUCTUKM  UCTOYHMKOB
COOBLEeHN 1 KaHanoB CBA3W (SHTpONUs, B3aMMHas MHopMaLumm, NponyckHas cnocobHOCTb);

Ol1K-10.26 ymeeT peliaTtb TUNOBbIE 3a4a4vm KOOUPOBAHUSA N AEKOOUPOBaHUS;

OrK-10.27 BnageeT OCHOBaMM NOCTPOEHUS MaTeMaTUYECKUX MOAENen TEKCTOBOW MHAopMaunn n
MoJenen cuctem nepegadm nHdopmaumm;

OrllK-10.28 BnageeT HaBblkaMM MPUMEHEHUS MaTeMaTU4ecKoro annapata Ans  pelleHus
nNpuKNagHbIX TeopeTUKo-MHAPOPMAaLMOHHBLIX 3a4au.



OrlMK-11. CnocobeH paspabaTbiBaTb MNOAUTUKM 6€30MacHOCTM, MNONUTUKMA yMNpaBneHUs LOOCTYNnoM W
NHPOPMAaLIMOHHBIMW NMOTOKAMMN B KOMMbIOTEPHBLIX CUCTEMAX C y4eTOM yrpo3 6e30nacHoCTn MHopmaumm
n TpeboBaHM Mo 3awmTe Hpopmaumm

OrllK-11.4 ymeer paspabaTtbiBaTtb MOAENM Yrpo3 W MOLENW Hapywmtens 6Ge3onacHoCcTu
KOMMNbIOTEPHBIX CUCTEM;

OlK-11.5 ymeeT paspabaTbiBaTb YacCTHbIE NONNTUKM 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM, B TOM
yucne NONUTUKU ynpaBneHns OCTYNOM U MHPOPMaLMOHHBIMW MOTOKaMK;

OrllK-11.9 ymeer dopmynupoBatb W HacTpamBaTb MNOMMTMKY ©6€30MacHOCTM  OCHOBHbIX
onepawmoHHbIX CUCTEM

OrllK-11.10 ymeeT opmynupoBaTtb W HacTpavMBaTb NOMMTMKY 6e30MacHOCTM  JloKanbHbIX
KOMMbIOTEPHbIX CETEN, MOCTPOEHHbIX Ha 6a3e OCHOBHbIX ONepaunOHHbIX CUCTEM
OlK-12. CnocobeH agMUHUCTPUPOBATb OMepaumoHHbIE CUCTEMbl W  BBINOMHATL paboTbl  NO
BOCCTaHOBIEHNIO paboTOCNOCOOHOCTM NPUKIAAHOIO U CUCTEMHONO NPOrpaMmMHOro obecnedeHus

OrlK-12.5 YmeeT ocyLecTBAsaTb agMUHUCTPUPOBAHNE NPOrpamMMHOro obecneveHnst cneumnanbHOro
Ha3Ha4eHus, BKNOYasa onepaunoHHble CUCTEMbI, B TOM YMCHE OTEYECTBEHHOIO NPOU3BOACTBA.

OlK-12.7 YmeeT BocCcTaHaBnNuBaTb paboTocnocoOHOCTL NporpaMm creunanbHOro Ha3Ha4veHust nNpu
BO3HMKHOBEHUWN HELUTATHbIX CUTYyaL .
OrlK-13. CnocobeH paspabaTbiBaTb KOMMOHEHTbl MPOrpamMMHbLIX M MPOrpaMMHO-annapaTHbIX CpeacTB
3aWNTbl MHCpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX U MPOBOANTL aHanNn3 nx 6e3onacHoCTu

OrllK-13.1 ymeer dopMynupoBatb W HacTpamBaTb MNONMMTMKY ©€30MacHOCTM  OCHOBHbIX
OonepaumOHHbIX CUCTEM

OlK-13.2 BnageeT HaBblkaMu pa3paboTkM NporpaMMHbIX MOAYNEN, peanuaylowmnx 3agaydu,
cBsizaHHble ¢ obecneyeHnem 6e30nacHOCTM onepaLMoOHHbIX CUCTEM PacnpPOCTPaHEHHbIX CEMENCTB

OrllK-13.5 ymeer pabotatb C WHTErpUPOBaHHLIMA cpegammn  pas3paboTku NPorpamMMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMy pa3paboTkM, OTNagKW, OOKYMEHTUPOBAHWSA W TECTUPOBAHUS
nporpamm;

OrllK-13.17 Bnageetr HaBblkamuM  pas3paboTkMm  anropuTMOB  ONsl  PeleHnss  TUMOBbIX
npogeccnoHanbHbIX 3a4ay;

OrllK-13.18 YmeeT npumeHATb CpeacTBa U METOAbl aHanu3a nporpaMMHoOro obecneyeHus ang
BbISIBNEHMS 3aKnagokK

OrllK-13.19 YmeeT npuvMeHATb MeToabl aHanm3a MpPOEKTHbIX peweHnn pns  obecneveHus
3aLMLLEHHOCTM KOMMBIOTEPHBIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpedacTBa obecneyeHuss MHPOPMALNOHHOM
6e30nacHOCTM NPorpaMmm 1 AaHHbIX

OlK-13.23 YmeeT nNpoBOAMTb aHanu3 MNporpamMHbIX CPEACTB, MPUMEHSEMbIX OS5 KOHTPOMs W
3aLnTbl MHGOPMaLMn
OlK-14. CnocobeH npoekTnpoBaTb 6a3bl AaHHbIX, aAMUHUCTPUPOBATbL CUCTEMBbI yrpaBneHus Gasamm
OaHHbIX B COOTBETCTBUN C TpeDOOBaHUAMM NO 3awimuTe nHopmaumm

OlK-14.4 ymeeT npoekTUpoBaTb pensaunoHHble 6asbl JaHHbIX M OCYLLECTBNATL HOpManusauuio
OTHOLLEHWU NpU NPOEKTUPOBAHUN PensiLMOHHON 6a3bl AaHHbIX

Ol1K-14.5 ymeeT HacTpanBaTb W NPUMEHATL COBPEMEHHbIE CUCTEMBI YNpaBreHns 6a3amm gaHHbIX

OlK-14.6 BnageeT METOAMKON M HaBblkaMu COCTaBIIEHUSA 3anpocoB AN noucka nHopmauun B
0asax gaHHbIX

OrK-14.11 ymeeT nonb3oBaTbCs CpeacTBamMm 3allmThl, npegoctasnsemoivmn CYB[;

OrlK-14.12 ymeeT co3gaBath 4OMNOMHUTENbHBLIE CPeAcTBa 3alnThl 6a3 AaHHbIX;

Orl1K-14.13 ymeeT npoBOANTb aHanu3 1 oLeHnBaHMe MeXaHM3MOB 3aLnTbl 6a3 gaHHbIX;

Orl1K-14.14 BnageeT METOOUKON U HABbIKaMW UCMONb30BaHUSA CPEACTB 3allMThl, MPeaoCTaBNsaeMbIX
Cyb[.
OlK-15. CnocobeH agMUHUCTPUPOBaTb KOMMbLIOTEPHbIE CETM W KOHTPONMPOBaTb KOPPEKTHOCTb WX
PYHKLMOHMPOBAHUSA

OlK-15.6 ymeeT oOCyWeCTBNATb MNPOEKTUPOBAHME U  ONTUMMU3ALUMIO  (PYHKLNOHMPOBAHWUS
KOMMbIOTEPHbIX CETEN;

OlK-15.7 BnageeT HaBblkaM1 aMUHUCTPUPOBAHUSA KOMMbIOTEPHbIX CETEN;

OrlK-16. CnocobeH NpoBOANTb MOHUTOPUHI paboToCnOCOBHOCTM M aHanm3 3dEKTUBHOCTN CPEeacTB
3aLLUMTbl MHpOpPMaLMK B KOMMNBIOTEPHBIX CUCTEMAX U CETAX



OrllK-16.6 ymeeT dopmynupoBatb M HacTpamBaTb MNONUTMKY ©€30MacHOCTM  OCHOBHbIX
ONepaLMOHHbIX CUCTEM, a TaKKe NoKanbHbIX KOMMBIOTEPHbLIX CETEN, NMOCTPOEHHbIX HA X OCHOBE;

OlK-16.7 ymeeT nNPUMEHSITb 3alUMLLEHHbIE MNPOTOKOMbl, MEXCeTeBble 3KpaHbl M CpeacTBa
OBHapy>XeHNs BTOPXXeHWUN ANs 3almTbl UHpopMaLmm B CceTsX;

OlK-16.8 ymeeT OCyLLeCTBNSATb Mepbl NPOTUBOAENCTBUS HapyLUeHUAM ceTeBon Ge3onacHocTu C
NCNONb30BaHMEM PasfMYHbIX NPOrPaMMHbIX M annapaTHbIX CPEACTB 3alLUTbI;

OrK-16.9 BrnageeT HaBbIKaAMU HACTPOWKM MEXCETEBbLIX 9KPAHOB;

Or1K-16.10 BrnageeTt meTogukamm aHanmsa ceTeBoro Tpaduka;

OrllK-16.12 YmeeT BbigBNATb OEWUCTBME BPEOOHOCHbLIX MporpaMm, U onpedensaTb Xapaktep ux
BO3OENCTBUS.

OrlK-16.16 YMeeT BbINOSMHATL paboTbl MO BOCCTAHOBNEHUIO paboTOCNOCOBHOCTM CPeacTB 3aLuuUThl
NMHopMaLmm NpY BOSHUKHOBEHMM HELLTATHBIX CUTYaLniA
OlK-2.1. CnocobeH paspabaTtbiBaTb anropuTMbl, peanuayloline COBPEMEHHble MaTemMaTudeckue
MeToAbl 3aWwnTbl MHpopMaumm

OlK-2.1.5 CnocobeH paspabaTbiBaTb NpOrpaMMHbIE anrOpuTMbl C NPUMEHEHNEM MaTeMaTU4EeCKNX
mMozenen ons oueHkM 6e30MacHOCTN KOMMNbIOTEPHbBIX CUCTEM
Or1K-2.2. CnocobeH paspabaTbiBaTb 1 aHanNM3npoBaTb MaTeMaTMYeCKMe MOAEeNn MeXaHM3MOB 3alLUTbI
MHdopMaLmn

OrK-2.2.1 MpumeHsieT OCHOBHbIe NHCTPYMEHTDI Mo4EenMpoBaHus 3aLUNLLEHHBIX
aBTOMATM3MPOBAHHbIX CUCTEM C Liefblo aHanu3a ux ya3BumMocTen

Orl1K-2.2.5 TlNpumeHsieT cpencrBa M METOAbl aHanM3a KOMMOHEHTOB CUCTeMbl Ge3onacHoCcTu ¢
NCNONb30BaHMEM COBPEMEHHbIX MaTeEMaTUYECKNX METOO0B

OlK-2.2.6 PaspabaTtbiBaeT mateMatuieckme Mopenu Ans oueHkn 6e30nacHOCTU KOMMbHTEPHbIX
cuUcTem
OrllK-2.3. CnocobeH NpoBOAUTb CpaBHUTENbHbLIA aHanM3 W OCYLEeCTBMSATb OOOCHOBaHHbLIA BbIGOP
nporpaMMHbIX U NpOorpaMMHO-annapaTHbIX CPeACTB 3alnTbl MHpOPMaLMM C Y4eTOM peann3oBaHHbIX B
HUX MaTeMaTUYEeCKUX METOL0B

OrllK-2.3.2 TlpuMeHsieT OCHOBHble MeTOoAbl WMHCTPYMEHTANbHOrO aHanmMsa CcpeactB  3aluTbl
MHdopmMaLumn

OrllK-2.3.3 TpoBoguT oueHKY 3ddEKTUBHOCTU NPOrpaMMHbIX, MNpPOrpamMMHO-annapaTHbiX W
TEXHUYECKMX CPeACTB, NOACUCTEM 3aLUTbl MHpOpMaLMK

OriK-2.3.4 dopmupyet obocHoBaHwue HeobxoanumMocCTn 3amnThl NMHopmaLmm B
aBTOMaTM3MPOBAHHOWN CUCTEME

Bonpocbl ¢ BapuaHTaMmu OTBETOB
1. OnpegennTte npaBubHYO NocneaoBaTenbHOCTbL AencTBuii anga wudgpa DES:
a) OT(64 6) — HavanbHasa nepectaHoBka — Cxema ®Pewucrtensa (16 payHaoB ¢ 48 OUTHbLIM
Kno4vom) — KoHe4yHas nepectaHoBka — LLndprekcT (64 6)
b) OT(64 6) — HaudanbHas nepectaHoBka — KoHeuHasa nepectaHoBka — Cxema Perictensa (16
payHaoB ¢ 64 6uTHbIM Kntodom) — LndpTtekeT (64 6)
c) OT(64 6) — HavanbHasa nepectaHoBka — KoHeuHass nepectaHoBka — Cxema ®enictens (12
payHaoB ¢ 64 6uTHbIM Kntodom) — LndpTtekcT (64 6)
d) OT(64 6) — HauanbHas nepectaHoBka — Cxema Pencrend (16 payHaoB ¢ 64 GUTHBIM KNHOYOM)
— KoHeuHas nepecTtaHoBka — LLndppTekcT (64 6)
2. dndbdepeHumnanbHbIi KpUnToaHanma OTHOCUTCS K aTakaM:
a) Ha ocHoBe wudptekcta
b) Ha ocHoBe OTKpbITbIX TEKCTOB
¢) Ha ocHoBe nofo6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOAO6PAHHOrO OTKPbLITOrO TEKCTA
3. NgeHTudpmkaums aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTMuKaTopa;
6) npouecc NOATBEPXAEHMSA NOANMHHOCTY;
8) cpasHeHue npedbssnisieMbiX UOeHMuuKamopoe8 C MNepeyHeM [PUCBOEHHbIX
udeHmughukamopos.
4. Kakyto ponb UrpatoT LeHTpbl cepTudomKauumn Knodein:
a) OHM WurpalT porfib [JOBEPEHHOW TpeTben CTOPOHbI ANs  AoKasblBaHWA dakTa nepenadu
nHdopmaumu;



6) OHu cnyxam Ons peaucmpayuu aboHeHMoO8, U320MOBJIeHUs1 cepmugukamos
OMKPbIMbIX K/IOYel, XpaHeHUsl U320MoeJIeHHbIX cepmugukamos, nodoepiKaHus
8 aKmyaJZlbHOM COCMOsIHUU cripagoYyHuUKa Odelicmeyrowjux cepmudgukamoe u eblnycka
crnucka ocpoYHO OMOo38aHHbIX cepmugbukamos;
5. Kakune n3 nepevmcneHHbix Knbepyrpos siBnstTCA KnoyeBbiMM Ha Gnvkanwee 6yaywee? Boibepute
BCE NpaBusbHble OTBEThI.
— Ycrtpounctsa loT Kak nnowagka ans peanusaumm atak
— Cnam
— Mporpammbi-BbiMoOraTenu
— Criminal-as-a-service (nepexon KubepnpecTtynHMKOB Ha CEPBUCHYIO MoAernb)
— [Mporpammbl-LLNNOHBI
— «[lMpuspakn wunHTepHeTa npowsnoro» (yrpo3bl OT YyCTapeBLUEro MpPOrpaMMHOro u
nporpaMMHo-annapaTHoro o6ecne4yeH1s, KOTopoe HaxoAUTCA B UHTEPHeTe)
— [lporpammbl-ManHepbl
— CKMMMUHT
6. YTO Takoe HecaHKLMOHMPOBAHHbIN JOCTYN (HCa)?
1) flocTyn cy6beKkTa K 06beKTy B HapyLleHue YCTaHOBNEHHbIX B CUCTeMe npaBun
pasrpaHuyeHus gocTtyna
2) CosgaHune pesepBHbIX KOMUI B OpraHnsauum
3) MpaBvna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ans o6xoaa naposibHOM 3allmThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHm3aunm
5) YpoaneHue He Hy)XHOW nHpopmaLmm
7. MporpamMmmMHble 3aKnagkn MoryT BbINONHATbL AENCTBUSA
a) BHOCUTb NPOU3BOSIbHbIE UCKaXEHWSI B KOA4bI MpOorpamMm
b) nepeHocutb oparmeHTLl MHOPMaLMK
C) uckaxkaTb BbIBOAUMYHO MHPOpMaLUIO
d) Bce u3 nepeuncneHHoro
e) Hnuyero 13 nepevncrneHHoro
8. Yrposamu koHmnaeHumnanbHom nHpopmMmaLum He ABnATCs
a) o3HakomneHune 6e3 HapyLLeHUs ee LLenoCTHOCTM
b) mogndmkauma nHdopmaumm
C) paspyLueHme nHdopmaumm
d) cozpaHue n pacnpocrpaHeHue BUPYCoOB
9. K cucteme 6esonacHocTv nHdopmauun npeabasnseTcs TpebosaHue
a) npepocTaBneHne Monb3oBaTeNtd MaKCMMarnbHbIX MOMHOMOYUA, HEeOoOXOAMMbIX emy [Ons
BbINOJIHEHWS
Nopy4eHHoON paboTbl
b) npepocrtaBneHne nonb3oBaTeNntd MUHUMalNbHbIX MOSIHOMOYUMK, HEOOXOAUMbLIX eMy AnA
BbINOJIHEHUSA NOPYYEHHOMN PaboThbl
C) UrHOPMPOBAHME NOMbITOK HECAHKLMOHMPOBAHHOIO A0CTyNa
d) nepuoguyeckoe pearmpoBaHue Ha BbIXOA U3 CTPOSA CPeACTB 3aLlunThbl
10. 'ae npumeHsoTCA CpeacTBa KOHTPONS AMHAMUYECKON LeNTOCTHOCTN?
1. aHanu3e noToka (pyHaAHCOBbLIX COOOLLEHN
2. 06paboTke gaHHbIX
3. Npu BbISIBNIEHUUN KpaXn, [yo6nMpoBaHus otaesbHbIX COO0LWeHUn
11. YkaxuTe, Kako npoLecc TeCTUPOBaHUSA MPOBEPSET COOTBETCTBME (DYHKLMOHUPOBAHUS npoaykTa
€ro HavyanbHbIM crieynrKkaunsam:
(1) TecTnpoBaHme Nonb30BaTENbCKOro NHTEPAEca
(2) TecTnpoBaHme ygobcTBa UCNonb30BaHUA
(3) hbyHKUMOHaNbHOE TeCTUpoOBaHNe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TecTnpoBaHme 6e3onacHoOCTH
12. lNpoTokonMpoBaHWe n ayguT MOryT UCNONb30BaTbCS ANS:
(1) npegynpexaeHus HapyLeHun 1B
(2) o6HapyxeHus HapyLleHUN
(3) BOCCTaHOBNEHUA pexxuma Ub
13. NHpopmaums, xpaHsawasncs Ha cepeepe LDAP, asnsaeTtcs
(1) PenaunoHHomn 6a3oi gaHHbIX.



(2) TekcToBbIM (hannom NPOM3BOSILHOWM CTPYKTYPbI.

(3) CoBOKYNHOCTbLIO 3anucen, KOTopble coaepat Habopbl aTPMOyYTOB.

(4) ®annom c pacwmpeHnem .ldap.
14. "Mackapag" — ato

1) ocywecTtBneHne cneunanbHo pa3paboTaHHbIMK NporpaMmMamMuy nepexsara MMEeHU 1 Napons

2) BbINOJIHEHUE KaKUX-NMO60O AOenucTBMM OAJHMM Nofb3OBaTeneM OT WMEHUu Apyroro
nonb3oBaTens, obnagarowero COOTBeTCTBYHOLWUMMU NOSTHOMOYUAMMU
15. ACTOYHWUKN BHELUHUX Yrpo3 3TO:
XaKepbl;

— KPUMMHarnbHbIe CTPYKTYpbl;

— npepcraBUTENU CUNOBBLIX CTPYKTYP
16. Ecnu nHpopmaumnsa nckaxkeHa ymblLWIEHHO, TO ee Ha3bIBaloT:

1. HekayecTBEHHON

2. cybbekTuBHOM

3. HenornHou

4. pe3uHdopmaumen
17. Kak HasblBaeTcH NpoLecc, BCTaBKN aHaNM3npYyoLwWmnx OyHKLMIA HENOCPEOCTBEHHO B UCXOAHbIN KOA
nporpaMmmbl, MOCMe KOMMUASUMM W 3arnycka KOTOPOW BCTaBIIEHHblEe aHanuaupylowmne QyHKUUm
BbIMOJIHATCA U BblgagyT pe3ynbTaT paboThbl?

1. PaameTka Kofa

2. UHcTpymeHTauma koga

3. ®assuHr

4. MyTtupoBaHue
18. Kakoe 13 nepevmcneHHbIX HUKe yTBEPXKAEHUN ABNSETCA UCTUHHBIM?

1. CratMyeckum aHanum3a Koga npoucxoaut 6e3 peanbHOro BbINOJIHEHUA UccnegyeMbiX
nporpamm

2. Ctatnyeckuin aHanu3 koga TpebyeT cOOpku nporpamMmmbl M3 MUCXOAHbLIX KOAOB C AobaBneHuem
CaHuTamnsepa

3. Ctatnyeckun aHanu3 koga He MNO3BONSAET OTCMEeXMBaTb CLEHapuMM BO3HWKHOBEHMS OLINBOK,
ABNAOLLMXCA CNeacTBUSMU KpoccnnaTtOpMEHHOCTH

4. CtaTu4ecknin aHanus koga AOCTYNEeH TONbKO AN MHTEPNPETUPYEMbIX S3bIKOB
19. lpu reHepauma payHaoBoro krtoda B AES npounssogutcs:

a. OTbpacbiBaHne GUTOB YETHOCTU, UCMOSNb3YEMbIX ANSA MOMEXOYCTOMYNMBOCTHU

b. PaclupeHue knoya Ha OCHOBE 3aKpbITOro Krtoya

c. PacwupeHue knoya Ha OCHOBE NpeabIayLlero payHaoBoOro Krnr4a

d. MocTpoeHwne kntoya Ha ocHoBe obpasytoLero nonvHomMa nons Fanya
20. Kakon nogxopn Hanbonee achbdektuBeH B obecnedeHnn knbepbesonacHOCTN YCTPOMUCTB MHTEPHETA
BeLen?

1. YcTaHoBKa aHTUBMpYCa Ha ycTponctea loT

2. ®usmnyeckaa 6esonacHoOCTb

3. HasHauyeHune cnoxHbix naponen

4. NoBepeH4YeCKN aHanNu3 Ha OCHOBE MoAenen MalMHHOro obyyeHus
21. CyuwecTByeT ... KNacCcoB 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHbLIX CUCTEM OT HECaHKLMOHMPOBAHHOMO

goctyna.

-9

-7

-3
22. Bce cybbektbl M obbekTbl KC oagHO3HaA4yHO wuaeHTuduuupoBaHbl; nobon obbekt KC unmeeT
nonb3oBaTtens-snagenoua; Brageney obbekta obnagaeT npaBoOM onpedeneHuss npasB AocTyna K
0O6bEKTY CO CTOpPOHbI Ntobbix cybbektoB KC; B KC pgommkeH cywecTtBoBaTb MNPUBMIErMPOBaHHbLIV
nonb3oBaTtesnb — aAMUHUCTPATOP. ATO ... yNpaBrieHne 4OCTYNoMm.

— AWUCKpPeLUUOHHoe

— MaHgaTHoe

— porneBoe
23. Bpewms, s3aTpauvBaemoe anropyuTMOM ANSA pelleHus 3ajadvv, paccMaTtpuBaemoe Kak (OyHKUuA
pa3mepa 3agauv UM Konu4ecTBa BXOAHbIX AaHHbIX, — 3TO:

a) BpeMeHHas CIOXXHOCTb;

©) Bpemsi BOCNpOU3BEOEHNS anropuTma;



B) BpEMS peLleHus anroputMa.
24. OTcyTCTBME M3MEHEHWA B nepegaBaemMov UMW XPaHUMOW MHAOpPMauun MO CPaBHEHUIO C ee
NCXOOHOW 3anncbto — 3TO:
a) LenocTHOCTb;
6) eanHCTBO;
B) CUHTES;
r) NOfHoTA.
25. He nognexaT OTHECEHMIO K FOCyJapCTBEHHOW TaHe CBeAEHUS:
a. o cocmosiHuu 060pOHOCMOCObHOCMU 06BEKMO8 XuU3HeobecreYeHUs1 HaceneHus;
6. 0 hakmax HapyuweHusi npae u ceob600 Yyesioeeka U epaxkO0aHuUHa;
8. 0 pa3Mmepax 30J10Mo20 3arnaca u 2ocydapcmeeHHbIX 8a/llomHbIX pe3epeax Pocculickol
®Pedepayuu;
2. 0 COCMosIHUU U cpedcmeax 3auumasl 20cydapcmeeHHoU maulHsbl;
0. 0 cocmosiHuu 300po8bs 8bicuiUux GOmKHOCMHbIX fiuy Pocculickol ®edepayuu;
26. K Bngam nHdopmaummn ¢ orpaHMYeHHbIM 40CTYNOM HE OTHOCATCS:
a. Kommepyeckasi malHa;
6. eocydapcmeeHHasi malHa;
8. ceedeHus Onsi cnyxebHO20 NOoJsIb308aHUSI;
2. rnepcoHaribHble daHHbIe;
0. 3anpeuweHHbIe K pacnpocmpaHeHUr cee0eHuUsl;
€. HomapuaribHasi malHa.
27. KoHTponb Hag BbinonHeHneM TpeboBaHuii B cchepe 3amnTbl NEPCOHarbHbIX AaHHbLIX BbIMOTHAOT:
a)®Chb Po;
6) CT3IK Poccmm n PockomHansop;
8) ece riepeyucrieHHble op2aHu3ayuu.
28. Kpuntorpadumsi ¢ aCMMMETPUYHBIMW KIto4aMKn NPUMEHSIET:
(1) maTemaTuyeckue chopmynbi
(2) nogcTaHOBKY CUMBOJIOB
(3) nepecTtaHOBKY CMMBOSIOB
(4) noacTaHOBKY 1 NepecTaHOBKY CMMBOJIOB
29. Mpobnembl 6e30MacHOCTN pexnma KogOBOW KHWUMM, NOpOXAaeMble HE3aBUCMMOCTbIO B610KOB, MOryT
ObITb NPEOAONEHDI:
(1) ycnoxHeHuem kntoven wudpa
(2) cnyyanHbIM nopsiakoMm WndpoBaHUA
(3) paspeneHbIM WMPOBAHNEM YHACTKOB TEKCTA
(4) HepaBHOMEpPHBLIM pa3breHnem TekcTa
30. MpuHUMN ... yTBEPXKAAET, YTO HE CYLLECTBYET MHXEHEPHON METOOUKM NMPOEKTMPOBAHUS MEXaHU3MOB
3aWnTbl B TPAANLMOHHOM NOHMMAaHWUM 3TOr0 TEPMUHA.
— HedopmanbHoOCTb
— CucremMHocTb
— Cneumanun3anpoBaHHOCTb
31. CkpbITME HanNU4ns cekpeTHON UHopMaumm:
— KpunTonorus
— KpunTodoHmMs
— cTeraHorpacdwms
32. PesynbTaTthl NpoBeaeHUS ayanta NoapasgenstoTces Ha:
1) opraHu3auunoHHbIe
2) TexHU4Yeckue
3) nporpammMHble
4) meToponorm4yeckue
33 Y10 Takoe yrposbi?
—  Yrposbl - npeabaBneHne NpeTeHs3nn B yribTMMaTUBHON hopme.
—  Yrpo3bl - NOTEHUMaNbHO UMM peanbHO CylecTBYyHOLUe BO3OEACTBUA, NpUBOAsALLNE K
MoOpasibHOMY UM MaTepuarnbHOMYy yLuepoy.
—  ¥Yrposbl - Cuctema npegynpexageHuin 0 BO3MOXHbIX aTakax.
34. Kakve aTakv npegnpvHMMatoT Xakepbl Ha NPOrpaMMHOM YPOBHE?
1) ataku Ha ypoBHe OC
2) aTtaku Ha ypoBHe ceteBoro 10



3) aTakn Ha ypoBHE NakeToB NpUKNagHbIX NPorpamMmm
4) aTtaku Ha ypoBHe CYB[]

Bonpochbl ¢ TEKCTOBLIM OTBETOM

1....— 9TO nHopmauusa B SMNeKTpoHHOM ¢opMe, KoTopas MpucoeguHeHa K Apyron uHgpopmaumm B
3NEKTPOHHOM dopme (nognucbiBaeMor WHdopMauMm) unM MHbIM 00pa3oM CBfi3aHa C  TakoM
NMHopMaLumen n Kotopasa ncnonb3dyeTcsa Ansa onpegeneHns nuua, NoANUCbIBaKoLWero MHopmMauuio.

OTBeT: aneKkTpoHHasa noanuck (3MM)
2. Cuctema wndpoBaHns n/mnu anekTpoHHon nognucuy (31), Npyn KOTOPOW OTKPLITLIN KIOY NnepenaéTcs
Mo OTKPbLITOMY (TO €CTb He3alMLLEHHOMY, OOCTYNHOMY AN HAabMoaeHWs)) KaHany U ucnonb3yeTcs ans
nposepkn 3 n gns wndposaHns COobLLEHNA — KpUNTOCUCEMA ...

OTBeT:

acuMmeTpuyHas;

C OTKPbITbIM KIOYOM
3. [ns Kakoro UCTOYHUKA OTKPbITbIX TEKCTOB BEPOATHOCTU NOSABMNEHNa Kk -rpaMm B TEKCTE 3aBUCAT
OT UX MecTa B TeKkcTe?

OTtBeT HecTaumoHapHbIN

4. Kakass kpyntoataka OCHOBaHa Ha 3HaHWW OTKPbITOrO TeKCTa AN CryyYamHbiX dparmMeHTOoB
wnppoTtekcta?

OTBeT: Ha OCHOBE OTKPbIThLIX TEKCTOB
5. Ecnu n — konnyectBo 6ykB B andasute, m; — HoMep ByKBbl OTKPbLITOro TekcTa, k j — Homep

OykBbI KNtoYa B andgasuTe, TO WNGPOBAHME ... MOXHO 3anucaTb crnegyloLwmnm obpasom:
ci=(m;+kj)modn

OTBerT:

BuxeHepa;

BuxunHepa
6. ... — yHKUMS, ocyLlecTBRAOLWas npeobpasoBaHne MaccmBa BXOLHbIX JaHHbIX NPOU3BOSIbHON AMVHbI
B BbIXOOHYIO OUTOBYIO CTPOKY YCTaHOBEHHOW ANWHbI, BbINONIHAEMOE onpeaenéHHbIM anropuTMOM.

OtBerT:

X3LW-PYHKUMS

xew-yHKuma

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:
[ns oueHMBaHUS BbINOMHEHMS 3a4aHWA UCcNonb3yeTcs 6annbHas wkana:
1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMn OTBETOB, CPEAHUN YPOBEHb CITIOXKHOCTH):

— 1 6ann — ykasaH BepHbIN OTBET;

— 0 6annos — ykasaH HeBepHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).
2) OTKpbITbIE 3a4aHns (TECTOBbIE C KPATKMM TEKCTOBLIM OTBETOM, MOBbILUEHHbIN YPOBEHb CITOXXHOCTH):

— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — yka3aH HeBepHbI OTBET (MOMHOCTLIO MW YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKOMeHAYHTCA K UCMONIb30BaHUIO NPU NPOBEeAEHNN ANAarHOCTUYECKMX
paboT C Lenbl OLEHKU OCTaTO4YHbIX pe3yNbTaTOB OCBOEHUSI AAaHHOW AUCUUNIIUHBLI (3HaHWUW,
YMEHWUH, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D1%81%D0%B8%D0%B2_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5)
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC

